ulguleauluasUaanny
anunaluladasaumeanaznsdoas
(ICT Security Policy)
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Ulgu1gANLUAIUaDANgAULNA IULag E1SEAUNA BazN1SARES
(ICT Security Policy)

Welvissuumelulafansaumanaznisieans vesdninauaugnssunsduaiunsamu
Fhilusehaiiusyansam femnnfunsasnds wazanusasiiuenldodwiaiios sautitestutigm
flonmazfntuainnslfrussuuasaunauasnisieansitlignies naesaumagnanaiuaIntesiag
Feonnslfifaanudsmeundineu suduanufamunsesesdyafidienisnseauiia
Aeafureninmed we. beeo wagngmuneduiifeatos drdnauddlddvusuleuisainuiuag
Unonfudumsaumaasnsdemsvasesdnity Inefussfiuias Trgusvasd aseunguuasifuluny
1ATgIU ISO/IEC 27001:2013 Faid |

1. wlsueaaiiuasUaansdeuadasdns (Security Policy)
1.1 ulswieeutunsUasnsdeasauma (information Security Policy)
Snquszasd: Worwuaiimmanaglimsaduayunsiudiunssunasiuasasafodwiu
asaumavasdiney elhdulumunsesenadosiutemuuangsia nguune uaz
sufoudfRfiieades
seaziBuaiiieitos
1) enasuleuieanuiuasUaensiofifiuaiednualidnus (Information Security Policy
Document) »
2) n1snmedeuwazUseiduuleuieanuiuaiuasnds (Review of the Information

Security Policy)

2. Tassadramednuanusiuaslasnseuansaumea (Organizational of Information Security)
21 Taswdremeiumusiunsaenssansaumaniglugninau (ntemal Organization)
Tagusease: deldimsimuansoumauimsuazdamseuihuasasaded miuamsaumne
vasdina FudnsEusuaynsmuaumsUfTRnuieliiasiunsaende
eaziBeaiifetos:
1) unumuazniini aufulaveudiuanuiiunslasadoaisauma (Information
Security Roles and Responsibilities)
2) mmﬁmwn%ﬁﬂﬁmm%’uﬁmjau (Segregation of duties) _
3) msiinefouasdoyadmiunisinseriumizenudy (Contact with Authorities)
a) nsfinedeuasteyadmiunisindetunguiiiinuaulafufieyluieafoady
(Contact with Special Interest Groups)

5) A1sUSMsInnIslasensiielidanuiunslasndie (Information Security in Project

Management)



-

2.2 gunsnlmauiuwesiuunnwikazn1sUfURNUIMNAEUBN (Mobile Devices and Teleworking)
Soqustasd: esnwimnusiunwasefvdmivasaumaeimsufdinissreglnanionns
UftRnuannmeuenuwazmsldnuvesgunsaineufiumesuuunnm
wazdeaiifeites: |

1) ulsnedmiunsldnugunaslrauiiamesiuunnm (Mobile device policy)

2) msuftRnuansseglna (Teleworking)

- 3. msSnermaaaadenmiwensuyed (Human resource security)
3.1 N15IANIYAGINTNBUNISINGIU (Prior to Employment)

'
(% o o v

TUITase: Lﬁ@lﬁwﬁnawuLLaxpEﬁmaauJamNL%’J’ﬂﬂwﬁﬁﬁmmi"uﬁmau‘ummmmLLazﬁ
AIuWNgANRN U TSRS dninau
seaziBuaiiieitos:
1) msaiimuﬂéms (Screening)
2) tormuauaviioularean1sdaeu (Terms and conditions of employment)
3.2 nsadneutusclaendeuaidudming (Ouring employment)
Taquszasd: Woliminnulasgivihdygdnssninuasd foRnmmiinnusuiinyey
suenuiunsUaenduasaunavesdinay |
seaziduafiieites:
1) Mﬁﬂﬁmm%ﬁﬂ‘uauﬂaﬂﬁgﬂ%mi (Management responsibilities)
2) msadreenuasgnin mslianuiuagniseusilieuduauiuaslaende
ansauwe (Information Security Awareness, Education and Training)
3) ASEUIUNITNNSINE (Disciplinary Process) |
3.3 m%éuqm%%amiLU?{aumi?ﬁ"}N'}u (Termination and change of emblloyment)
Tngquszase: etestunausslenivesesdnsdadudunilwenisuasuming viefuge
N1997997U
neaziBeaiifetos:
1) nshugeviensiBsuninfinruiufiavouresnisinaau (Termination or Change

of Employment Responsibilities)

4. MSUINIINNTTEUNSNY (Asset Management)
4.1 MIAUSURAvOURBAUNINE (Responsibility for Assets)
Tngquszasd: ieliaunindvesdineu Iiunmsdestuuasuntesetramnyay
seavduafiieteu
1) vzdeudunsng (Inventory of assets)
2) aruduidivesdunsng (Ownership for Assets)
3) n1seygnlnlddunsng (Acceptable Use for Assets)
4) nsAuduNIng (Return on Assets)
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4.2 MIwvIanLtayaLazdunsndalsauned (Information Classification)

R hH] N

]
ar

Inquszasd: tovhliudleimsaumevsidiiney léunsuntiedussiuiimnsas
eaziBeniiifetos: - '
1) s uduTeEn s (Cassiication of Information)
2) nsdevintheie vestieya (Labeling of Information)
3) msIensaunSwe (Handling of Asset)
4.3 mﬁiﬁ’mm5?1"aﬁiﬂumsﬁuﬁﬂ%’au”aiﬁﬁmmﬁumﬂaaﬂﬁa (Media Handing)
Trqusvasd: iietastunrudemedonaiiadusudoflldlunstufindeyavesdinau
Taonmsgnidmmelaglalldfuaygym nswasuuias msvudhe msau vemavihanedeya
wasiBuaiiierios: (
1) nsuImsdansietuiindeyaiiannsaedoudels (Management of Rerovable
Media)
2) mwvhangdetufindeya (Disposal of Media)
3) m‘:‘;mé‘%‘aué’wﬁaﬁ‘uﬁﬂ%’az@ (Physical Media Transfer)

5. MsAUANN15LL1Ee (Access Control)
5.1 mymugumMsifissyuvasaumna (Business Requirement for Access Control)
Tnquszaad: emuaumainfdeyauasssuuamsmunalitiauiiunmasads
wazBuaiifetos:
1) uleuieaiurun1sds (Access Control Policy)
2) amsdhdusdeteuasuinsiaietiy (Access to Network and Network Services)
5.2 madanisnisitnfisssuuvesgldanu (User Access Management) |
Tnguszash: Watlosulaliiliitavsldoumnsodiferuuasaunald
swazBuniifetos
1) mﬁa\‘msL‘ﬁ’&uLLazﬂﬂsaaﬂaauﬁméﬁ_’ﬂ%awu (User Registration and De-Registration)
2) m‘iﬁ’@ﬂﬂﬁﬁ%ﬂéﬂ'ﬁﬁﬂﬁa‘aadé‘l‘%’ﬂ’lu (User Access Provisioning)
3) A1sUSMISTAnsANSAIuTERUANENI15IEAAY (Management of Privileged Access
Right)
4 n1suimsdanisteyanududmsumsngadainuvedlda (Management of
Secret Authentication Information of User) '
5) mMsmumudvdlunsindssyuuesdlday (Review of User Access Rights)
6) M3nEuWIENsTANISAYEMIIENEY (Removal or Adjustment of Access Rights)
5.3 nihfimusuiisveuresldan (User responsibilies)
Toquszasd: Welildnudanusuiiaveulumstiosfudeyaildlunsfiguiin
MeasiBesiiinuitos
1) mslddeyanisigadimudadudoyadu (Use of Secret Authentication Information)



54 ﬂﬁmuqumm’hﬁqszw (System and Application Access Control)

[%

Taguszasd: wedlastunadrfsszuulaglilasuoynn

a o & 1%
INY[TLDYANLNYIUDN:

1)
2)
3)
4)
5)

n159ARNISINDsansaLWA (Information Access Restriction)
%’umauﬂﬁﬁﬁﬁm%’umiL‘i’hgjizuuﬁﬁmmﬁ’umﬁaamﬁa (Secure log-on Procedure)
JEUVUIMTINNTINEANTY (Password Management System)
nsltlusunsuessadsglow (Use of Privileged Utility Programs)
mim‘uquﬂﬂiL‘ﬁ’ﬂﬁﬂ%ai‘ﬁIﬁﬂﬁW%’Uizuu (Access Control to Program Source Code)

174 ar
6. mansuausya (Cryptography)
6.1 Msmuuan1sAIuANNMsIitsiataya (Cryptographic controls)

% 2 o vV v LY 4 1 v a %)
’JWQ‘UiSE‘Nﬂ: L‘W@1‘1’]1]ﬂ']iL‘U']i‘Vlﬁ‘UaiqlJa@Eﬂ\‘iL‘VliJ’]SﬁiJLLaS‘LﬂNa waziineaUaeni1sAINNEY N1g

Udasuuuag w‘%ammgﬂé]’awaamiaumﬂ

SyazienNeIve:

1
2)

wlaunan1slauasnisidisiataya (Policy on the Use of Cryptographic Controls)

MIUIMsIaNsnualun1siiisiadeya (Key Management)

7. A2703UAIUADANENISAIUNIEATWL AL T ILINADUVDIDIANS
(Physical and Environmental Security) .

7.1 USnauffesdinnssneanutiuealasnne (Secure Areas)

[

Faguszasd: Weaduinasgulunmsinmanuiuasasaienisnenn Aerfuanungs

Juindwaziuildnureszuumalulagansauna nasnaugunsalreuiimes deyauay

asauagaudunsnddinay

NazLBLATINeIUDa:

1)
2)
3)

4)

5)
6)

mMsfvustuitiuasUaonde (Physical Security Perimeter)

ﬂ’]iﬂ’JUﬂMﬂ’]iL‘ﬁ’]@@ﬂ (Physical Entry Controls)
ms$hweuiuaclasnsudiinemu fesihonu wasededians q (Securing Offices,
Rooms and Facilities)

miﬁaaﬁ’uﬁaqﬂmumnmauaﬂLLazﬁaLLmé’auﬁu 9 (Protecting against External
and Environmental Threats)

maﬂﬁﬁﬁmu‘luﬁuﬁﬁmaﬂaamﬁ'& (Working in Secure Areas)
nsfmuaiufidmiuyarameuonli¥u-didaues (Delivery and Loading Areas)

7.2 anusfunsuasasiovesgunsal (Equipment)

[y

Taguszasd: iedesiunsldgunsaireufinnedlaluldsuoygin waziielvdulalad

aUnsalABUNIWESLAINTTT 99N UBE 1L REINDAINNBTIIUYIR NNSLATNTSU wazAIULdeTNY

p

e

b
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2)
3)
4)
5)
6)

7)

8)
9)

mi%’@éﬁmaxmiﬂmﬁuqﬂﬂsai (Equipment Seting and Protection)
nnIguanUnsalsineg (Supporting Utilities)

msiivenslrluasaneaida (Cabling Security)

nsguashwgunisd (Equipment Maintenance)
msthdunindeasssanssanuandinaiu (Removal of Asset)
nstestugunsainazdunsndarsaumnan 1dausy uennyisa1u (Security of
Equipment and asset Off-Premises) .
n139an1sgunsainsenisungunsainduunldivy (Secure Disposal or Re-use of
Equipment)

mstesfugunssivesflfeniliifaua (Unattended User Equipment)

M3sAIuANNS U Indansaumand Ayl lunliivasasiy (Clear Desk and Clear

Screen Policy)

8. ArudiuasUaanfedmiun1sAniliuey (Operation Security)

8.1 TunsunmIUfuRNuLazuinauSURaYey (Operation Procedures and Responsibilities)

Taguszasd: WelinisujuRnudugunsalussuaansaunaduliegrgndasuasziiam

Jupslannny

YALLBYANDYIVD:

1)
2
3)
a)

msﬁnmﬁlﬁi‘?ﬁm@umﬁﬁ@ TRmiliilumednualdnes (Docurment Operating Procedures)
nsSamsmssUAeuMUas (Change Management)

mMIiaNseALaENNTn (Capacity Managerment)

msuanad el glunisussaiaramsaunAlunstaun neasuwazantnnd eulunns

‘\Jﬁ VAU (Separation of Development, Testing and Operational Environment)

8.2 nstleaiulusunsulilUseasad (Protection from Malware)

Tagussasd: eliensaumawazgunsniuszuianaasaunadulusgagnies uasiuag

3

Uasnsy

a o o &
FIEYaTLAYAYILNEIVDY:

1)

snpsmsUesiulusunsuliussasd (Control Against Malware)

8.3 midsesaya (Backup)

[y s o ° ° 2 P o o A '
Trguszasd: Waluwnmsludwuansdsasdeya toldlumsfssuulunstiifawmgeieg

Wiy AUFIIUVR STUULASVINY T8

yaLBeaNeIvag:

1

n1séseedeya (Information Backup)

8.4 nstuiinfeyadanuaznisidiseda (Logging and Monitoring)

&/
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seazdaailifeato:
1 astufintdeyawmsnisal (Event logging)
2) m%ﬂmﬁ’uﬁa;&a?aﬂ (Protection of Log information)
3) deyafenuasguassuuiasdmiiufiRn1g (Administrator and Operator Logs)
4) ﬂ'li??ﬂl;sa’flﬁgﬂﬁm (Clock Synchronization)

8.5 m‘im‘uqmmiamgw@WﬁLLﬁuuizuumﬁﬁﬂﬁ (Control of Operation Software)

Inguszasd: tilelisvuuiiliuims anunseliudnisuasiimsvhanudigndes
Measduaiifendos: ‘

1) msheswendiuuszuuiiliusns (nstallation of Software on Operational
Systemns)

8.6 nMsusimnsianisaslwimawaiia ( Technical Vulnerability Management)-

Tagussasd: wioafuanuiiunsasadelifugenduisdmiussuasauna s
asaumnelussuude ieanrmudssanmslanilasendededdwivnaneiaiifinismeuns
videRfTluaa s 1
seavduafifedes: ,

1) msudmssansdediwivianaiin (Management of Technical Vulnerabilities)

2) ndfamsRnssENsiLas (Restrictions on Software Installation)

8.7 NMIWANTUINTATIABUTYULATAUWA (Information System Audit Considerations)
fnqusvasd: ilsldnszuauntsnmIdeussUUasaLATun Tnansenutiasfigadons
ANUUUTDINUILU '
swadeafiieto:

1) NS NUAYNSATITEDUSEUUEN SALLVATANAR (Information System Audit Controls)

9. Armdiunsaensodwiunisisnsdeya (Communications Security) -
9.1 M3damsssuuinnaMulannAusyuULATaTe (Network Security Management)
Foguszase: itedostudoyaluszuuiaionny wazdesiulassadaiugrufiauauussuy
wiIptnevesdninguy
Measdeailieides:
1) manuRunsindussetie (Network Control)
2) nseusiupsaeadudmsunisiduinisedetie (Security of Network Service)
3) msdauvueietenaludiingu (Segregation in Network)
9.2 msgneloudaya (Information Transfer)
eguszasd: Weldiinsinwimuiuniaendevesansauma Afinnsareleudoyadu
melussdng uazanaleudeyadunieuenmiisnu
swazBuniiieidos:
1) ulevisuasdunsuujuiidmsumsaislouarsauwme (nformation Transfer Policies

and Procedures)



2) Yennasdmsumsanglauaisauna (Agreements on Information Transfer)
3) msSnwanuualasndensdedenudidnnseiing (Electronic Messaging)
4 nssnwantdunIetennasnsiiliaedsya (Confidentiality or Non-Disclosure

Agreements)

10. N15399 WAILY LATALATSUUEITHUWA

(Systems Acquisition, Development and Maintenance)

10.1

10.2

103

mMIsmMmueAILFBsMIRumINTuatUaeafBd S UsSTUVaTSAWINA (Security
Requirements of Information Systems)

foquszasd: iteliuuladndinsasenrudaeaduasaunalifussuuasauna naen
1ITNIRAIUITZUY Fa590F9a11ud een1saruauUasaseansaumeaiius nsny
LATOUILANTITY

eanduaiiieite:

1) nstmuseLg s uAIsiuAaend (nformation Security Requirements Analysis

and Specification)

2) arnsiuanaend BUBIUIMIANTAUYIAUUAS 8T e 90UE (Securing application services on

public networks)

3) mstesiugsnIsuvasusnsansanme (Protecting application services transactions)
aaiuntUaensiadmsunszuumsunsRaszu (Securty in Developrment and Support
Processes)
fnguszase: Wieliihulaldilssuuasaumaiiiaruifuasasade asouaquiinsasns
WalLsEUvaNsaume (development lifecycle)
waziBuaiineITes: _

1) ulsremsiauszudiiasiunnaendt (Secure development policy)

2) ﬂizmumﬂumimuq:,Jmilfd?{ suasuAlamening (System Change Control Procedures)

3) ANSATIVABUYEH WIT VS99 INN15IUA BuLUAITEUUUS T A N3 (Technical Review of

Applications After Operating Platform Changes)
6) MImUANNMIUE suLUasTe e LT 115 93U (Restrictions on Changes to Software
Packages) -

5) wdnhMimnTsruudemiuaUaends (Secure system engineering principles)

6) anmunderaImINaLsEUURTaiuntasnsy (Secure development environment)

7) menlsnumesenifieRanssuuny Outsourced Development)

8) mveFeUs uATIEuAaenSTBIRUL (System security testing)

9) fVRFBUMiBSUTBITUU (System acceptance testing)

Henadmiunvesey (Test data)
Snquszasd: 1ilelitimstlesfudeyaminnldlunsmaaeu
easdeniisadas:

1) mi‘f]aqﬁ’uﬁagaa"m%'umiwmaau (Protection of Test Data)
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11. mwé’uﬁuéﬁ%@ﬁu‘%ﬂﬁmﬂuaﬂ (Supplier relationships)
1.1 anusiunsasadoasaumesueruduiussudliudasaeuen (information security
in supplier relationships)
Yoquszasd: tieliimsdesiuduninduesesdns instddasgldinmsaieuen
MeazBuaiifades:
1) ulsuerusiunslasnssansaumad uradauius fuglfus msmeusn (nformation
security policy for supplier relationships) _
2) ﬂ’rs‘ssummﬁuﬂwaa@ﬁ' gludomnasmsliusmanneusn (Assessing security within supplier
agreements)
3) vinlgueanisliuinisimaluladansaumauaznisd sanslaedliuinsaieuen
(Information and communication technology supply chain)
112 nisuinisdnnis nastiuinislaey lduinisateuen (Supplier service delivery
management)
foquszasd: ileliiinsdnunlidessiuanusiuasiasnsts wagssuumslsiusamsanaiinn
asfuliludennasnisliuinns veslivinsneuen
eaziBuaiifieto:
1) N1IAARINLAENUNIUUTNITYR IHUTA15A18 BN (Monitoring and review of
Supplier Services)
2) AITUINITINNIG miLUﬁauuﬁaw%mwaqcﬂﬁﬁm‘smauaﬂ (Managing Chages to

Supplier Services)

12. nMsUSMMITANMsmAntsaliftursiunsUsanfeasaune (Information Security
Incident Management)
121 msuimsdansmgmsaifumiusiuniasafomsaumaiaznsuulse (Management
of information security incidents and improvements)
Tnquszasd: ielimmmssiuazgassuiiisadeafuauiunsasndodesyuuaisauina
vosdifneny Idunsdudunmsiigndedutasssesnaimnyay
eavifunfifeatos: | ‘
1) %ﬁwﬁﬂmm%’uﬁmaw,t,as%v’umauﬁf}ﬁa (Responsibilities and Procedures)
2) mﬁwmumqmsfﬁﬁLﬁm%'aaﬁ'ummﬁumﬂaawﬁ’ﬂ (Reporting Information Security
Events)
3) m‘smmmméaﬁﬁ Aendeatuauduaslasnsie (Reporting Information Security
Weaknesses)
4) nisUssdfiusazdndulaseasunisaianusiunsaenduansauma (Assessment of
and decision on information security events)
5) mmauauam’amﬁlm'iz:ﬁmmﬁ"umﬂ.laaﬂﬁamﬁamm (Response to information

security incidents)
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6) m3euinmmnseiingIfestumuiuplaendy (Leaming from Information
Security Incidents)

7) nEuTIUSImMmang1u (Collection of Evidence)

13. n1sunstanisaduiunslasadearsaumd Weadreadiudeiismiegsna
(Information security aspects of business continuity management)

131 mwseiiesdumsiunslaeasbansaumea (Information security continuity)
Foquszasd: iedestunismgaseinluntsdidunuessdninamu Millunauarnaiu
SmaviensvgavinnuusssEuy |
ywazBuaiiieaden:

1) n15MuRuALs el s uautunUasadansauwma (Planning information
security continuity) |
2) mefuAAewTountsadrmusei saduauiunsasadvatsauine
- (Implement information security continuity) -
3) MIRTIRaey nuvIu uagnsUsslumiuseiiesiuanuiunslandoatsauna
(Verify, review and evaluate information security continuity)

132 nswsengunTaiseananad1sed (Redundancies)

Tngusvae: Lﬁ@%’mm‘%auamwmmw%’aﬂ%’mmmqﬂﬂmiﬂ‘ssmamaaﬂsauma
swazBuaiifiedes: ‘
1) anmenunseultauvatgunsailseaianaansaune (Availability of information

processing facilities)

14. psuianudaninuan1enunguineg Lazunaslneuaanisasiiauleuisndiy
ﬁuﬂqﬂaaﬂﬁ'ﬂmsaummawmaJa'nu (Compliance)
141 asUfUAantemvuan unguinewasludyyi919 (Compliance with Legal and
Contractual Requirements)
Tnguszase: wevandeanmsiifungrunesiavnaenguasniousis wszsw A sedo
Fotsdusauriadygene
eavduafiieatos: .
1) nisszydenimvuakazaltudaanistudygrdrclunmsidaussuuansauina
(Identification of Applicable Legislation and Contractual Reguirements)
2) niwddumelleyg (ntellectual Property Rights)
3) nnstestudeyaiieldifundngrudredslunisufUanudormun (Protection of
Records)
- @) enuludwshuazmstesiudayadiuymna (Privacy and protection of personally
identifiable information)

5) AM9AIUANNISINYE (Regulation of cryptographic controls)
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142 nvumuauiunaendeasane (Information Security Reviews)
foquazasd: ieliinsufoRduanuiuaciasnfeasaume sgraenadostuuleuis
uazdumeuUfiRvesasdns
easBeafifeter
1) nsnumuegedasesuaitusiuaslasnseansauna (Independent review of
information security) ‘ .
2) mamsasuAraenadestuLlevismuiunwaeniavesming i (Compliance
with Security Policy and Standards)
3). MUY NeRAdawmIunAlla (Technical Compliance Review)



