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- finsuans Rating Tumiives Supplier
yJ . v oar - v
- §@pannsa Rating Wifu Supplier 16
o L - -l ar J
4.5.10.2 N15UIMISIANTTITUV (Back End) Us1easioen fau
- annga3idnen Rating 161
- @T0FUAUNINAGNS Rating UBausiazuIEmle
- awnsata/ila msldaule
. 1 1 1 d 1
4.5.11 s¥UU SEO YSuumdiulsznounneg meluliuledfiinasenisfum
~ ' - 1 ° = - - ]
¥4 Search Engine #1499 wazifatielunisvih SEO fiusz@nSamuniign Jszdana
Widulganovdenannsausatumemaunmang vesnuiesld IneesAusznauves
s ] v o 1 v o 4’
N15U5UUAY On-page fioevinetetoy Al
4.5.11.1 msvbiiulesisesu URL Friendly
V- | v ¢
4.5.11.2 Title “Wn3e1” vaminivled nieminduledasdeadl
drulsznavd A uosAAunIvan
4.5.11.3 58930 Meta Description “faSune” vsamtinivled sudes
o W v v Vv
ifAUMMANTIRBINTUNINBL#IE
4.5.11.4 5993U Meta Keywords “pauvvdnveaiuled”
4.5.11.5 @R Open Graph Meta Tag/Open Graph Meta Tag  (Tag OG)
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4.5.11.6 annsaldradune (Alt tag) v@agunm
o . & o ¢ o o
4.5.11.7 @150 Internal Link v3edsrneluiivled Adeuluawa
1 1} 4
a119 muludulededranuzauwasiduyszlovilumsitndenvuivlee
v o = ) vy - v v & | )
vouiuugy Jwansodmabigedianuiamdilaluionisnag ldun

o & v v o o v v |
ENUU U.aﬁa'uﬂ3na'Uﬂu‘U?Jl‘J'ﬁVlLﬂEJ"J'UDQ‘lﬂ'E]U'Nmﬂlua%

4.5.11.8 @W150a374 Sitemap/ Sitemap.xml creation

4.5.11.9 amzdsudulediu Google

4.5.11.10 Suduiules fu Google
4.5.12 syuuuanskan1y sxsiosszneudedoyasgraion fail

4.5.12.1 MIUaRNaTeITUTonuNWIneg Laznwdangy

4.5.12.2 Wjuannsoadunwiivg euasdanmuauniviiiiden
lenaaanan
4.5.13 ssuuuimsdansteyalwd (File Management) agABaUsEnausetaya

atafey dail

4.5.13.1 gldannsanrilvanindiuminiuleele

4.5.13.2 nstldulndussinn POF anunsouansarumitduledldviui

4.5.13.3 guassuuannsmintniwdussiananeg leg1atee docx,
doc, xls, xlsx, pdf, jps, €if, png, wav, wmv, mp3, avi, mpeg, mp4, ppt,
pptx [Husgrnioy

4.5.13.4 aunsanvnuavunlng (File Size) Moy nlv upload
mavthuledle

4.5.13.5 annsouansnsidenloatmunuudulediiinisldnuded
vosusiazlng

4.5.13.6 nsdillndfudlanislndnesdulug annsodmunuiinng
Fouloatamuauudiuledvoswdiule
4.5.14 szuuseunsinsisiteyaivigdezdesdsenaudledeya

aghatlen il

4.5.14.1 fiuanwaluzuuuy Dashboard ieliguinlaiuazsanids
iumgnsal (Real Time)

4.5.14.2 annsmhdeyalugndeyaivlediniesviuasuanmald

' - v ° w a ¢ )
45143 ﬁ"ill'liﬂi!ﬂ.!'ﬂ'lQL’Jﬁ'WmE)Qﬂ']'iu’]'ll'ﬂ{{ﬁlﬂ'uﬂiqﬁ'ﬂuﬁﬁuﬂﬂiﬂfﬂﬂ

o 1 v &
4.5.15 S¥UV Visitor Counter 1¢#iasUsznausietayantnavoy ¢ail

o o s e a <
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4.5.15.1 sefosanideyanginioy 3 Foe suiidninnuimun endl

goasIuT VAN nUAas T Suaugidrvuunag content S1uUGLINTNLARE
Hraan 1usiu

4.6 drelaudaya (Data Migration) fiflaguuiiuled nevimuuazdeulsanisamu

(https://build.boi.go.th) waz (www.asidnet.org) muTﬂNa'?'N*ij'auaﬁﬁag;tﬁw%aﬁiﬁi’umm

v

& v & i Ao a o d fad o [ "y v 1
Wugousngguatiioniveamizsnuniviavey Wdnivlgdnimuiuiudglnilaedns

QNABIATUNIY
o sdo o v un v « v ' 1 v
4.7 Vulesndavihaunsaligld Download uwuueiuuasdeyasa q veamheanls
winusadessuuliannsauivug wisudlulnddwmiunmilvanldlaegguassuy
v o a ) v ¢ v P v
4.8 dnvhunuuimsdanisgnudeyaiivled wasszuvdsesdeyaniannsadisesteya
) = ] v
HunATeUEle
° - - J’ o o -3 I3 n
4.9 w@usunun1sAduIuuImsideniwazirjednwlivles (Maintenance)
lusurAnundandugasreriaaifulseiunanunuveuirnauil lngliiausununis
Ld o J ' I‘S g ar g 4 i
Fiiuauuazaldiewuusel Wusseznan 3 U vsliddinauanudnslunisiasindedd
v v -

Audnaquanmuiiaueniolifle

4 L Y - 4 a/
4.10 szvunwauniidudvansveedninau

5. AUABANTIATUAIIUADANY
5.1 f995NW¥IAIIUNEY LLﬂﬁiﬂﬁﬂLﬁﬂWﬂ'ﬁﬂ:&ﬂ jUnw wazdeyalaq vesdineu
Wweunslagbilasuaysyn
5.2 fesfulsriuilusunsuihiiaueiovmn foadulusunsuiigsudsiianiiuave
Iamnguane wagmndulusunsuiifaednd suvinmdivsznavluduled {3uidios
audiunshidninau WWavdlasveusssulunslilusunsuvdanmdsna wazdosiuinveu
lunsiiiinsnanmilesiosrndomelag andwosdvansimianlddy
5.3 nasuniseanuuukariauiuledlidefiudednivesdinau Taedinay
asadunivdula wionamunvesiunulumeunsludeduls
5.4 fipailszuudanis Log File mshluviulgaasuulasieya desannsaiSeng
'?J'au”a Log File l¢i
5.5 fiuannsatesiufemeimidu (Security Web Application) ldiustniae il
- Cross Site Scripting
- SQL - injection
- PHP — injection

- HTML code injection

o o o ar a -
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- HTTP Response Splitting
- File Inclusion
- Directory traversal
v e L4 o - a A v vV e
5.6 gimusipsdnidunmsiaviyaainsuievinnuniinaugruannsang iuinng
N14AIUNITNAADULINTYUY (Penetration Testing) lasfiuIn1suuIsAoinaiy
NINAABULESEUUREINeY 1 Tasanis wiauauuudiundygrdnedanans umssudu
v veoe =a o 3 ° 5 5 s
Paiauslaslisiiunsmaaauinzsyuuiuledves BOI 91u7u 5 A3 (1 ATI ABUATIITUI LAY
4 p33 Tugaananiuuseiuau 2 1) lneveaeuluduvesssuuivleduazssuuujuams
5.6.1 ANTUNITNAADUNSIANEIEULINIATETIEAE U (White-box Penetration
. | Aﬂ ] ]
Testing) veaszuuiiuled n1elu BOI TnsnssaieuidngszsuuiAietiy wazAum
' - o v o o a ° o & L a
P0RUYRAATDIITY uAITsinTdumanngssuy uauviadu iy 1 vineavlew
1 - L 1 &’
(IP Address) lnsilsneazidundmalull
v vV & e v L
- MIIEITULIEARILAnIIuRsayad AR ueTsUY
- gLEuN3leed5n1319712 33U (Ethical Hacking) 91na1elu BOI
[ - L3 J =) - s 1 3 1
- oflunslagldiaioadie nialusunsudmsunisasisasvuAunivealnilu
FEUULATONY
o - ' a o ' 7 - (N =3
- Aflun1siegszuvaulysun suRiuswAvIAIoutY EIv (Web
Server) #38 Web Application Hacking 191 n1sulusdayavesssuugiudoya
\Hudu wazaenAdoInIuuInsgIu OWASP (Open Web Application Security
Project)
- $IBUNANMIIAIETEUUINATOYIEA B TURD BOI wiaulauaynaauel
58UV s¥dUAUALY nrenvudoiauauurlunsuuUgessuumsinway
Uasnde
ar o ar 1 v
- SisEnuRanIsRaausTULLarinaslv BOI
5.6.2 ANTUNITNAAOUNITLIEIEUUIINLATETI8 A8 UBN (Black-Box
Penetration Testing) vasssuutiulesd anmIetieniuuen BOI Sruruvisdu laifiu
1 URL Taediswazideannelul
- gtiunslag 193501519138 ULLUY Ethical Hacking 971nA18uean 1ty 910
< ] - § o ) v
wspnedumesiin Wusiu
o  a v o P - ) ) '
- adfiunsiegldindesdio wielusunsudmsunisasisasunungeslndly
JTUULATDTY
o - ] d o 1 ar J [ IR}
- giunseszuvanszuuRulusunsivinusmAuAI oYL lv

(Web Server) n38 Web Application Hacking 14 n15uluedeyavesssuy

~ v - @ - = J
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gudoyailudu uavaonAdaInIuuInsgIu OWASP (Open Web Application
Security Project)
- FIBAUNANITIALIEULINATOVIBNLUBNFD BOI wiouauayneou
¥9958UV sEduAIAE masnsuteiausuurlumsuFuPsEuuMInmAN
Uaonny
- dvisrenuRanIsaaausEUuLanaslv BOI
| 5.7 Anflunsuiul wazuiledgmsuiinaindeslnivesseuuufuAnig (System
Hardening) Tnen1sTnteslnifiensdwmansenusessiuainulasndvvesszuumalulad
asaunalusyuuivledves BOI
| 5.7.1 siflumsdaideniadesneuinnediitie (Server) wazgunsailuszuy
\n30%1e (Network Devices) Fadnidudoslifunisuiulgeseduainulasasis
auddumudssliun 8Ol
| 5.7.2 #uiunstuasiaiunndealnivesseuy uazanaundesgs (High Risk) §e
p1afintu wisumtunoulunisdiiunisUntesiug (Hardening) Tnedaslésumu
Wiugeauen BOI AeuiFusuiun1seis
5.7.3 dufiun1sUndealni (Hardening) Fafinuidssge Tnudredaanuans
| Fiiunute 5.6.1 uay 5.6.2 lngdniiumsfing asvaeu IAsed wazusediumi
| \deavesszuuiaietnedeans uarssuumnuUaeaduansaumavassruuiiuled veq
B0l Feldrueglullagiu HunIssnouinmesusivne wazqunsailuszuuindatig
At 80! azudslivsiu Sy 1 mneiayledt (P Address) TnsnsUngaslni
i Wishufsnisiasa Service Packs, Patch w3 Hotfixes
5.7.6 TumsUaszuuifaduiunsesdosdiiunisusniaaniinisvesssuuay
wiiu warlunsdiiimmudnduaaduiiunslunanhmslé Tneasoaudligings
yswaamh welianuiuseureunnads
5.7.5 mendailddnuiunisuduaie sxdesilidmiigiidunisintesiniey
Uz 1 Fuhmsvdssuudeldau tieguannuiseudes
5.7.6 MenumansUTulssruuAetdeasuaznisUadealwisia BOI
5.8 Fudunsiaseiuarliduuzilunsuiulg sauiieonuuussuuaL
UasaisupsszuuinIatedeansuazauvasndoneuiinesssuuiivied ves naaiaun
uazideuloamsamu Tasnmshndaszuy viogunsnifuiu
5.8.1 Andun1simseiuarlvduugit Tunsdissuuiaietiedeansves BOI

° (Y a = - a a P s W
dJudusipslasumsiindaszuu wisgunsalifiandn iaiumsiiusedumsinwau
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Uaeadvuassruuiaiatisdoansuavemiuvasndoreniaumesluszuuivles ves nes
ﬁ'wmuazl.%‘au‘lmmsamu

5.8.2 euNamsiaTsikariiAwusilunsuiulpaulasndsvessyuy
\wiovedearsuazanulasndeasuiunedsruuiivledveanasimuiuasidaule

AENYU

6. TwazduafuANYUINIlY
el 17 v ar ° Y n‘j o [ o =t ot 3 a
Aoudaiausvzinsoaniuy 9 uaviinnuiuled lapArisfeosdussnaudu
o rQ'J ° a 1 -:
wanwmilaaniandunisvinauvessyuuse luil
6.1 Uszansniw (Performance)
6.1.1 SEUUNURBIMBVAUBINSYIINURENIIUsEAVS A MUazmInsau Fagldau
v v v 1 v ] & L3 1 3 o
gosarursalaldnuluntieng q lWednnaiingldanimuiadeudagiuves
dninau
- P a a
6.1.2 NMsUsanana Asvaunsanavauaslamelunanadeliiu 5 Jui
6.2 anunaeu (Economics)
6.2.1 sEUvUUaNIalguuL Windows 2008 R2 64 Bit \Wusenstios
6.2.2 fldruannsaldauszuuruszuuiRnis Windows 7 uaz MAC 1éidu
a8731BY
v vV a [N s 1 J v ) v
6.2.3 gldruannsaliuinisiulesitiiu Browser Awialull Ididustraion
6.2.3.1 Google Chrome
6.2.3.2 Microsoft Internet Explorer 12834 8.0 July
6.2.3.3 Mozilla Firefox
6.2.3.4 Safari
6.2.3.5 Google Chrome
6.2.3.6 Microsoft Edge
L a A v
6.2.4 SEUVMUAINITATRITUMSITuLazUTudsun v lunisldauladu
2819108 Matl
6.2.4.1 mwilne (TH)
6.2.4.2 nwBangy (US)
6.3 ANuLuAsUannie (Security)
6.3.1 mMNugneBIaLlaya
v oo Y v Y o P
6.3.1.1 ADAUININTINABUAMNGNABY ATUMUTEITBYA Tamaeulen

° Y =~ % v ¢ | v
Fuuvesdoyaindlénuduiinluwuuneiuneudidoya

" " - - 4
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-l ] d a o a
6.3.1.2 finsuananiaaudaasuligldanuszvuinetudumsdndule
o w [ [
melusyuu Tasuananalugluuunmanzay wazagandumsldanuvelganu
6.3.1.3 annsadnneanuavaniiugldnulunisnsoniiawmamsdy
] J “ » .'; ] 1 s vV oas s e nldu -l
Tngszuvarldinioaune “” Auagsenindiavlidnlud@lunsdndiail
FIuuRus 1,000 Yuly
v o YR ' o
6.3.1.4 anunsadesiunisnsendeyaiui-wou-U Ligndowmuguuuun
dninauimun wu Wigldemudeniu-eu-U anufiuwindu
LY v - ] d
6.3.2 MISNWIANUUABANY STUUAIBYWNTARENS
6.3.2.1 auflun1snsi9deu Network Protocol yianuaiildaulmiduuwuy
Uaoade sty HTTPS, SFTP, POPS Wusiu
o =a [ w v oo s a4 o o a
6.3.2.2 mLuummmwmm&ammmehﬂtw'iaumwmﬁmqa NauaNd
DR i v 1l W [ P
n1sdaIusTUUIATEYIY (AaBgradutaya Username/Password, 1ayat
- W - ' -
Weadeatunsiiv, deyadiuyrravesaindn Wusu)
o - ;4 L d ] = 1)
6.3.2.3 ALUUNITNSIAADU Protocol mstmswa'ﬁmﬂawamumsama
Internet (HTTPS) Ty TLS1.0 Fuly
- v o @ - Y 5
6.3.2.4 iin151991u CAPTCHA lunsdaiviiinnsnsanswada 1 asavuly
Maximum 3 R34 Lock

v

6.3.3 MyinwAaendy Yeyareuitines
a t 4 a =l

[J - 14 ol al a <
6.3.3.1 ANTUNMSIUNIVE Yoyanilaudn EULATUAITUL UQQQW‘IHVI?SQ'LU

v

v a -

Functional Requirement (§13) #au8ana3fiutusi AES (256bit) w3a RSA
(2048bit) NIBWBULYIN
6.3.3.2 fmundnslumsitnfuazldnudeyaves User urazauluszuuy

v J 4 o 1 -] ) 5
Tagliiawzmisudurenisyhauwinduuazdedinisiiu log

=
7. weulvnisHnausuuazmsaiuayu

7.1 AuenNans

Yar W v 1

) o o o &
H§Ud dddaauienansviavuafiieteaiussuu Aail
7.1.1 1@nd@13nN1999NWLUUTEUY, Data Dictionary, Source Code fualu uay
Ve L4
Ailonslgau
Y R &8 Sud
7.1.2 lenansnseyg e ldanslusunsunmuanilegluszuuil Meildiudeiaue
rdpsduenanIMsdweudvansviavualvitiuniadninauase
IU‘ A/ L o o Lo -
viall Tnedariluguuuuienans (Hard copy) $7uau 5 4a wazluguuuudetudin

4oy (Soft copy) WU Wiy CD %38 weiu DVD (Uusu $1uiu 5 4a
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7.2 PUNISENBUTY
v v v W v v o w w [ v o
T2 gd}'iUi]mawmm‘iﬂna'u'ium'mmwuaaa‘hunmu‘smuéﬂ%muuazguuﬂn
v ] v v - v - el v v
Jayasgoy 2 Au lududyinisuasauujianis Wliauiuazanudlasuaiunse
- e 1 < ] L v a Al A’
UfuRnuldegefivsedninmedralpsluiitedwoluil
a )
7.2.1.1 msltinsesiionsdnnisiiu (Web Portal Management)
v [ v = v v o w a £Ld
1.2.1.2 n'ﬁ'l-muﬁwwvs"l'umuwLflutmnmmaqehunmumuawﬁ'n
AU
Yo v v v v v o ar v 1l
7.2.2 gFuine dasdanisinausuidmiinvesdninaussiugguassuueg
v v - v - Qe Val v v -k v
viey 15 au TudnAvnnisuagiuujuinig Wilauuazanudilasuanansaufidnuls
' -l - L] U s 1 A’
pgailusEAnSnnedatssludasasialul
= - (Y] [ [
7.2.2.1 msldinsaaiislunissanuuuimuuasysuugaivles
7.2.22 Msldaudmiugauaseuuniumeia
7.3 snunswiswuginuaramusnwm
v v [ a4 wvo do a v o o
7.3.1 giuiedenausedegiiuignisniviaveulunsiiAuusniuasg
o et -l W v | s -t & aal o
musnwudledninaudesmaineanumslelusunsy satamsunledgmn wioisnmsnazunly
P '3 W - v v o o Y ' v
uvudvledvesdnineu nsdidminnuvsearddnauliausaunlvlgnile uas

JA a 1 a
anunnausafnseldnasnsveziiamudyyring
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8. sTazIaIfiunis

daauanuiaiuanglu 180 Ju dudaaintuiasumludyg

- ° - [ o :
9. l\‘lil'lﬂﬂﬁ'ﬁ‘d\ﬂlﬂl]Lkﬂsn']‘iﬁ"lizlﬂullﬂﬂﬂaﬂlﬂu 4 970 AU

@ W v

Hiuinsiasdaeunuviavualyiiadaduanysainuaiuisansvemuiga laeil

azIdYARl
CJ v o 1 v 5 q' ar L] L2 qll s
1199 1 $ogaz 10 vrRRUAT VLA WekTudnsdsnuasl aelussesinan 307
tudnaniuasnaludyg wazanuznIsumMnssuanlanssunussuiosud
- uwumsaulasanis (Project Plan)
- v a v @ A v w y -1 )
1107 2 Fovar 35 vernuAmMivun Wodiuddanusiell anelussezian 90T
udnnniuannuludygy) wasauenIsun1snTvsunanlinTasunuEsuTasua
- enastuduaureInsiugly (Validation Result)
- LEJﬂmiﬂ‘fgﬂmwﬁmmwmiwu (Requirement Specification)
- NAINTIDNLUUITLULNU (Software Design) #Usznaumiy
® LHUNNUARITUNISYINGIU (Workflow Diagram)
® N1599NLUUNINR0 (Screen Design)
® N1598NLUUII8U (Report Design)
@ as 3 ! & o . .
® LHUNNUAAIAIUTUNUTIENINIYBYaA (Entity Relationship
Diagram)
® nauynsuteya (Data Dictionary)
- svuuiivledgiudeyagnaimnssuaduayu (Supporting Industry
Database) nnaedlinulasusnlugailudassivlugady
af v a v @ a4 v ow | o &
19# 3 Jogag 40 varnRuAITINA WegFudndanudal seluszeziian 150

Tududnaniuasnuludyan wasamuenssunsnsaiuianlinsaiunudeuioou,
- '51amumsﬁﬂéfqﬁulszjﬁéﬂﬁnmuﬂmzn'i'mn'ﬁfima‘%umiamu
ar al [ & a0 & ' 7]
- EnuRamMIIawIsutayanugundndusenisldau
- lenansuanaieg 1 aayanliveaeu (Test Cases and Test Procedures)
- ENENTTUINMINTIIEaUEaUNaUTBTE U (Traceability Record)
- HANIVNAABUIEUUIY (Test Report)
- SIHUHANMSNAFDUNISINETEUY

- Source Code Viavuafidginnuannsmhanlalumsusulsuilela
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- szuudiuledigudeyagravnssuaiuayu (Supporting Industry

Database) a3vauysainiouldiuasslnsuenlugaiudasivlugadu

a v a v & o v w | o &
N 4 fevar 15 venadummiamue Wagiuinsdanudsll neluszezian 180
Tuludaaniuannuludyg wavanenssun1snTITuNanlinsIIsunussuTosuE,
ar s A o
- FENUNAMIIRENBUTUMUNANZRTAUA

sionslganudmiugly (Software User Document)

1
ed_

AReUfURdmIugguaseuu (Product Operation Guide)
- alemIU§einmsEUUNY (Maintenance Document)
- WNUMNNINEIYBAlATINTG (Progress Status Record)
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10.1 g3udneagsesdaviiseauanuitviiuelasinis (Progress Status Record)
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