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5.2.1 gunsal Firewall 91U 2 530U
5.2.2 gUn3nl Web Security Gateway 91W7U 1 53UU
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driinanu ilelimseaussdune (Routing) vewsavanuild TnsfndanButeiaue
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5) dEuteiaueszdeaausguninidaiiu Traffic Log vadssuy Firewall 16 Tnsamnsaufiu

Jayatounaslalivesna 180 Tu



(6) qUnsaiiAAY Traffic Log avApssasiuauates Log laiaondt 10068 detu wasiifui
Fawiuhitesnd 418 _
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winavyluiuledsng 9 s a150vIn5LUE suutas Category 484 URL #ifiTu
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6.3.6 awrsanwuadninisldawdvied laadwmuasin 14, nauvesgld, IP address
Workstation uaz Network 16

63.7 sunsadmunulsuenisidnuiuledluzuiuuis 9 1wy Allow, Block, Quota agn1g
block file type it wualé

6.3.8 @unsnAwmundnsnisldau Protocols u q usnwiienin HTTP, HTTPS iy IM, P2P
file sharing, Skype, Streaming Media Protocols laganunsasessun1s9mnis Protocol 1¢1
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Application control Ineranannse95u protocols Inlsitfaenia 120 Protocols
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6.3.17
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wsagUnm (Customized Block Page) lélnghisiosondaiiudsineinneuen
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(Health Check) wastayaatiasuaudasasiy iy Web Browser l¢f
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FeaUSImnslEne CPU, RAM

1e1uUsuuns1gnu Bandwidth
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A7u150849 Alert ®uvna E-Mail #3589 SNMP g

6.4 gunsal 4G Wifi Router wionBumafidasiia LTE $1uiu 1 1@deq

6.4.1 aansasesiunslddudnnanaietis 46 finduainud 900 / 1800 / 2100 MHz uag 3G 71
pAuANE 900 / 2100 MHz IfiTusthatien



6.4.2 ﬁ']ﬂJ'ﬁﬂ‘iUﬂﬁ‘llE]ﬁJaﬂiuLﬂVl HSPA+ Wﬂ'nm.ﬂaaaﬂ 21Mbps/5 76Mbps LTE
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7.1 gudiasegianisamuniai 1-7
7.1.1 'NﬂWé’r’iﬁLﬂmaﬁ?{amimmﬁqqa rulasatisloniitiuas (Fiber Optic) 29951MUY
Fiber Broadband Intemet Tnedlwion dosdan finds aeesdearseietevan
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7.1.4 ffuloiauerzdeaaus Firewall dwiusassumaidomrersluudaranvesdiinnu lag
finnuifognaioudsi ‘
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wiouiuliisenda 100 Ay _
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{Download/Upload)
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108-110 81A1SUDsSWaTw UaLud U15a 90 auu
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Ufina f1.v081 9.1ile4

L Tealu
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2112/22 n.UNSATH D182 2. UATIIYEN

ALALASHSNANITAMIUNAT 3 SevTarauniy
3 - - L 200 / 50-Mbps. 2 Mbps.
177/54 030507 9.14199 2.98ULNY
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(Download/Upload)
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1 1
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(1) aunsosesiunslafudygonsiotne 4G Arfumud 900 / 1800 / 2100 MHz uag 3G
fipdumd 900 / 2100 MHz T#ifusewiow
(2) amnse¥uddayausuiam HSPA+ iR L3289 21Mbps/5.76Mbps LTE
(3) annsanszaedyyial WIFl iasgm 802.11AC Iniustates
7.2.2 annsnsessumaideusiogunsallilaitonndn 24 1eaq
7.23 fdutaiauadosiamIudmivldlugunsal 4G WIFI Router %iln 4G Unlimited Aananga
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(YY) W v a YN 1 =t v v oo R
8.1.1 gutaidusdsrosannsaliuinislastsaies Inedisziurasmsiviuinms (Service Level
Agreement) lsifind1 99% sisifieu usanenluints (Down Time) TRy 7 F2lus 18
wifldiaiion

8.1.2 ffButeiausvzdipuauainy Public IP Address Shuaulifesndn 32 IP Address
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8.1.3 48 udaiausvznendufsulinyouneeaty Domain Name wazgua Name Server U89
dinau $ruu 1 Domain laun
- boi.go.th |

8.1.4 fduteiausvzdeuiudsuiinveuquanisldau nstigsdnen nsudladgw wasnis
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8.1.5 s:g’?fu'*z'faLauaﬁaa%'ﬂﬁqnmwLLamaaﬁﬁﬂ%uﬂmﬁaya%qLﬁmqnq 5 wnii Tuseuiufiuanuesnns
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Teseyliludgn
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8.2 ssuufiudaya Traffic Log uuusaugud

8.2.1 ffuteiauessiesissuuiianninfivioya Traffic Log nsldenBumesidnvesidemilu
drunatsuazdugiinm Lidesnda 90 $u aw w.s.uddienisnseyharaiafiensu
ApuRIABS

8.2.2 {Huteisuaaziouauainiasile dAusunisnsavdey Traffic Log Tfumiedine Tag
dinnuansnsadnsvdau Traffic Log édnana 24 47Tuq

8.2.3 fifutaiausvssiosddoya log Wiudinds nsdfidrefinisiee

9. seaudsa/danviuaauansusanizuas Cloud Computing

9.1 AMWIWYBNIEUY (Computing Resource and Environment)

vel o v - o ow v o
9.1.1 futeiausieadudlifuimsvSedavnisiiuinng Data Center uaw Cloud Services

9.1.2 Data Center sisagludsuineilng uazfinfsgunsniassioaldunnsgu
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9.1.3 ansaliuinisidedrsdaiiias Taufsvfuvesnisliuinis (Service Level Agreement) lai
N3 99.9% saliau evgaliuimsila (Down Time) lsilfiu 44 ufiseifiou

9.1.4 :um'swaama‘lﬂaaw"lwusﬂ'rs‘lmﬂumﬂu (Communication Provider) faus 2 5184 u"l:d
(Separated Media Provider) waga1unsasiidunisii el syuvsriuvesdiinay
AuENIBINNTALESIMsamU amsaliusnsldnuund Wefvndatewndliuinisse

Tasrenila

9.2 AsNTARENS (Public Cloud)
9.2.1 Public Cloud azsiasladunnsgiy ISO/EC 27001 Wuatheies
9.2.2 Hypervisor fildaaidiu Vmware ESXi Version 5.5 $ulu wis Hyper-v
9.2.3 Allocate Resource T ugineuamznssuniIsedasunisamu 99U 1 VM a1y

seasiduane Uil

laisind1 Windows 2012R2
Standard Edition

1 2 Cores 4 GB 200 GB

9.2.4 fimsdastoyaliianisluy Site win ua Site drseemnu nsdnsesdoyavsEuduiuns
fitleguidoyavdn (OC Site) TnefinsTdnuanusavesgingal/software Tuns Replicate
foyanidrsadly Wiuitlsiuinisdises (OR Site) wasquanisdrveuasifndoya aeld
TwasBeasioluil

(1) msdrsesdeyediflauimsudn (OC Site) n¥u Tnevhmaifudoualisvesnm 4 u

(2) fimsdrsesdoyaiileuinisdrses (DR Site) yniu lasvimsifudeyalissesiaan 7 4u

9.3 AnautAfULATaY1Y (Network Specification)
9.3.1 Virtual Ethernet Network Interface 2um 1 Gbps Juetailes
9.3.2 Unlimited Data Transfer aailu Public Cloud Environment
9.3.3 dmm3auyn Public IP sitieendn 1 Public IP Address
9.3.4 Shared Domestic Internet Bandwidth 489 Cloud Services saufiulsiifoenin 40 Gbps.
9.3.5 Shared International Internet Bandwidth 984 Cloud Services s2ufulyyasna 200
Mbps.
9.3.6 fisyuums Monitor Network Status ieifisilmnieluszasinarliiu 5 undl

- ) ar = Qs N ar
9.3.7 @1INIIBNABNUNISHREISMUYD 6.1 way 7.1 Idludnuar Private Network wiegniiu
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9.4 ﬂmé{uﬁﬁ@'ﬁumms‘i'u'ﬂaﬂaamﬁ'ﬂmiaumﬂ (IT Security Specification)
9.4.1 fiszuumsiesiunasnsigey dnsn1nidaile Resource Public Cloud wa3g1inaIu
ARNTTUNSAUETUN TR
9.4.2 Hszuuliosfuedosaivrsiaiousinanslu Tnssasfunisldussuudnwaulasnsit

(Firewall

9.5 qmauﬁ’ﬁﬁmﬁ‘u 9 (Other Specification)

9.5.1 Monthly Performance Report Tugiuaas vCPU, Memory, Storage Huste v

9.5.2 fisvuums Monitoring tasudafiou dafiatliywneluszeznatluiiu 5 v

9.5.3 @INSTUAMENTTUMTAUETUAITHINU A1UITARIVALNIVINIULBS Public Cloud Taru
a3 Cloud Portal w3eteweduiiiienusmnsawiniiondiu

9.5.4 §inslusns Public Cloud 1101 1 Site (fio5833U Business Continuity Planning (BCP)

9.5.5 ffudpiausiinii Tawsmfletudmihiiddnauamsnssunsaaaduntsamu s
ns¥eswslunisinieumuniauvasseuy elkannsadudunisaad sssuuldos19f]
Usedvisnw Yiusernnudosms

9.5.6 futaiausasfiosyy Contact Point dmiundslymmdsings

9.5.7 fffuteraueiedivimsativayundnsuenaon 24 Falue 7 Yusdeduanyl uaviasandu
wdsmnldfuudangandwid dwinnuanznssumsduaiunisamu Woudletigm
aelu 4 $2%a8 maanszezatlunsiulseiu

9.5.8 Q’?fm’faLauaﬁmﬁmsa‘h’lﬁﬁmﬁﬁﬁqﬁnaﬂuﬂmznssumieiqta‘%umiamu IMTINEBUNTT
¥eYedsEUY Data Center Suduluauannsgu ISO/IEC 27001 atutios 2 adssning
duan 'mnﬁn'1s%’awamnﬁﬁﬁmmﬂmznswmsdaLa'%um'iamu

9.5.94¢ 1§ 829198 1u Cloud 7 T1u$Usee VMware Certificate Professional (VCP) , Cisco
Certificate Network Professional (CCNP) Datacenter was Cisco Certificate Network
Professional (CCNP) Routing Switching

L ar

10. sy

2 L3 L4 a (.3 ' b4 £ 1
outeiausvsisuufguanasizeinugunsallulaseingliegluanmildenilsfogaue Tng
] =t o4 o L Y o =t o
gunsallulassiewanedis 2easiedayianazgunsalumsliuinmeasiearsdeya sudegunal
' o ar w & v v U= v oo v o
A q Aissyliludyoraduid lnediudeavessiadidmiiderwiauduguiasvasy
-] @ ] 1 Aﬂ) 13
vrysinwuazdeunruunlegunsallulaseine waziidmifisuudedguuasudladamnaen 24
Falue Wivdutuvgamonis mngunsallulassdneiidgudades diudeiausssdesgnuivlunsd

fraraluil
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10.1 lunscitAamadadoseudumliliannsoliuinsld fiudeauetfowniuntsnnadey
wasuilededatedlieyluanmildeulddnimaunielussesiian 30 unfl dudausildfuude
windadessndring Tasduiiunsudlogunsaluasasasioansdidl

10.1.1 nsdheesdeasdadadlundasaies fiutelausszfesinnisdenuay ulvlverluannld
aildFnuAuntety 30 uid Fudwdnadlduudandmivvesdwiney Tagaeas
Asansusiazrsesariinandadeddundazifeulsitiu 0.72 Falus wie 99.90% laeldgns
Arnaseees wnldansauilvldnelunaiidmun futeiausdesswuiuiuse
Falanugns
gns AUSU = [(efuresAgmisdtuen x 0.10%) / 24] x Sruaudalueiidy
Frnudalusiidslmivanuia 31 sssmiudafonasiavveanilitudy 1 Falueaund
szufiluasa)

10.1.2 wingunsaiiliiindadasaubiannsolfnuinsdomsuasdumedidnld fiudeiaus
xdadansdesusy il Wagluanwldnulddmuaungluna 4 42l duiusnai
Faudaiauslifuudanndmifvesdiine winluasnsasuidunisveuussud Ly
navanuanmlFnulidaandunely 4 alus diudeiausdassaruiunmugniniitn
Anfute 10.1.1 Tnsgunsnlusiasinnziinandatesruiluusasideuliiiu 4 4l win
\uglidnesioaudsugunsalluanwuaslainauny

10.2 fudoiausszosiuiaverlumudsmefifatuimunanmsfidinmilsiaansalduins
1§ uusnsdifdunmaifinvesdniinem

10.3 nsdigfudolauevinisdueusnatsdasunuiunissesnaididmun wisdwevenatsulsl
asunuifmunludann ﬁﬁu%’imaumw’fmLﬁaﬁqﬂ%'ulué’miq%'aaax 0.10 fia¥uaInIATIUR
mudygn sufviuiidudataueanansodiiunsldbulumutoulwedygfidwun

10.4 nyeidug Alalldndmniensuluiil mnannssunsinnsanudadiuii fiuteiausliufod
auswasiBued seylTudygvSeveulunvesnu wavneliiAnaudemeiudnineu
dnineuasuiulusnadesas 0.10 sietu vnmavimuemudugn Tleundtesdniunsls

27 IJ o
SNABINTNVNINTAUA

11. N1SEIUDUIURALNITINBEY

° . 1 U o o o wal ) ' & 1
iunamsdtgrdrudunaifieuwimun 9 vin Weddudaiauslddawnunulundazifiounud

dndneuimue wagiun1InTiuvesRusnTIuNTIRTSuNanSuuisaud Ineddudaausvsiods

wauswlugUluuenas S1uau 1 ga waglwd POF 7wiu 1 9a wazezdosdesunumsluiu 15

gpafautnll lnefisneazidanstnstiaunssialul
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AdaTieeu

28LLIATNT5E9UDU

1) SerwUSnamslfny Internet snudo 6.1 waz 7.1 pehaaedeil

- Service Level Agreement (SLA)

- USunaumsilgeu Bandwidth aneluuseine (Domestic Bandwidth)

- USnnslgau Bandwidth mausnysziva (international Bandwidth)

- USunmuns 1991 Bandwidth suviaviun

Usydmniaeu

2) STBUENTULASYAOU Firewall mude 6.2 aghstioeiiel

- Y3umunsTdenu CPU, Memory

- YSunaun15 19911 Bandwidth

- Firewall Policy wavnsiUAsunda (Change) fdaty Firewall
- gdfnsUseanumslaufrnuszuu IPS

- 115 Update Software Tiluilaqlu

Ussdmniaau

3) $199IUENTULNITYINU Web Security Firewall anude 6.3 ae19iae

=t
=

- USnaums 9y CPU, Memory
- YSunaunslganu Bandwidth
- @dmn1s Block N151418e Website Aiflanundes

- 115 Update Software Thutlagiu

Ussdmniaauy

4) 1891Fn MM IAI19IU Cloud Computing mude 9 senstiaedail
- Service Level Agreement (SLA)

- Usanaunslgau CPU, Memory, Storage

Usedmninou

5) gilauasIsmsinldnusyuy Al
- S¥UU Monitor Network Traffic
- 32UV Firewall

- 3%UY Monitor Traffic

aelu 15 Jutdunmiu

Sudan

12, 538287 UNISVNETY

1 ar d =t ] d 2
FEWINNIUN 1 UNTIEU 2565 a9Un 30 NuUeeU 2565

13: 295ulun1sdamn

29R3uTun15IRMn S 3,900,000.00 U (EUAIAMALUAI)
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