ﬁjauwmaému (Term of Reference : TOR) .
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fmu wazminniunusunsdaasunisamu

WelvinsduiunuvedinnudulunumdninusivssnssmadygRdunseoyadiy
yana w.A. 2562 warayeaudetuliundliuimauasdddldduds dinauieda
Sudusosiudumslasenist iewmunuazdninssuiunsuimsdanstoyadiuyaraiinsuises
sudsznausig midavimeidsufianssunisuszuianadoya (Record of Processing Activities -
RoPA) msdavihanmsnisinwmnusiunsasnfsvesdayaduyana nsdaviuuamiazdunely
msdamaunazidindeyadiuyaaa midmuanszuiunissasiumsiddvivasdweoyadiuyana
wasnduaimnairnadlaliuiyeainsvasdithnu
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2.2 iedeimulisufinnssunisussuianadoya (Record of Processing Activities — RoPA)
vasdineu Wlulumuderhuusvasngwane wazawnsoninaeuldesraiuszuy
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L‘flu"l,ﬂmungwma

2.5 LwamwumLLa.,mLuummmiiﬂmmmuumﬂaamnwawauamwﬂﬂawmmuau
AsUARUYL amumﬂumavmsmmwmms FAINTNUMIULALYTUUTININTNITAINE 1A
UszAnSan uazaeardafiusnassudinguunarivun

winfi 1 uee 14



2.6 Wiaannyaainsresdinay Wiaruirnudils uazausssmindunisquases
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Forauslifidddiansiondviiasamududumudniy

310 fudpiausiitudeiausluzuiuuves "Rmsimf’ Fosinueninsed
(1) msfmusdadiulunnsdhiumuesddgygn '
nssifidonnase Amuslifidnsmdselameniadugidrsudmdn dannass
azdesdinsivuadadiunti uazauiuAaveululiunnau dawes nieyarnudyqives

2

hImAmdnunnIgnImA e unnse

@l
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3.11 ciﬁu%’at,auaﬁ'maqmﬁauiuszuuﬁm%a%é’wmm giuBiannseilnd (Electronic
Government Procurement: e - GP) ¥a3nsudg¥nans
3.12 gaveniandediyasigrivesiionis il
(1) nimwawmauaLﬂuumuﬂﬂammmwumum;]mnalwa/n,;]ﬂnmamwsvmﬂ Bl an
vpifowduni 1 U dedlyargvduesions vnnasnesy mqaaumwaawﬁwnmwuauawﬁﬂﬂﬁng
Tusunansgugmaiuiiiinmsieiusswds ves 1 Tgavenouiuduteaus Fasdewansaniy
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2 nsdiffutaimuaiuifynnaiisndaunungrngne/ngungsaseme Jaddlisl
 MITeIULANg WA sRufunsRungsAamsin iRnsanasivunyarvsmuasmeiou
TnerdudoiauasrasiiyuanmsdouiiGendiseyariund a Juiidudeiaus lisindn 1,000,000
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(%) nsifAutaiaueiiuyarasysumiedyndlne/yrnasisunitiidfedamalng T
Fsananviiidaiuseadaituiin eededidudinaundslutyfsumaduyadibidesndn 1 Ty
4 ?Jﬂx‘lﬂvﬁﬂ"N‘U‘U‘SSl.l'lm“tl'é]diﬂ'iﬂﬂ’livl%a‘ﬁBﬂ-ﬁﬁﬁéuﬁaLﬁuﬂIuLLﬁl’azﬂ%’\‘]LmSﬁ’]ﬂL‘ﬂUN:‘UU%ﬁﬂ"l‘iﬁl Adadn
Hrovtodudldfumsdaidan ssfouanmiideiusesiydfuinfifiyandingr Snafmiliutuas
vaitudaan Wi wiknuseaiyfiiudnssumssenliiunfiutaeue tuiviuiudeiaueviaiu
asunuludgygn Tadfu 90 Tu
(@) nadififBudoiauesinueanialifiulunude (1) - (3)
JBudaiausannsareviiedefusanaiuiudefisuainieluussng visuidy
 GunudeuisniunumdamnddldSueygnaldssneuAansiuyuiiensniduduasUssnoy
gshemUsefunsssnasssumMsisUsemAlng musedeuTEnRuuiinuasuvisussmalne
whadeulivs wadhdudefisumsmaUssmmideuisntuuvieusdnduqundnning Alsy
sy wbivseneuAsnsiunuienamdvduazysznaugsiasusefumassnmaressuinmsnans
vasszmaiununedeuitnlunuiisuinnantssUssmaduudsdsulinsuinefivnsanan
ganiusiy veniududofidninnulngyiuses wisfiddheuanndusss (hsdldfuteusiun
ndninelng) %aaan'[.ﬁuri@'?iuﬁmaua Tuistufudaiauslaiiu 90 Ju Tnadesdiadududonn
suimshitfosndn 1Ty 4 gesyadsulszinuedlasinvidasenisfisudeaus Tussazads el
dmfusunasamslulssmanddodurenaiududalimdulumunuuiidmun
(5) ndifiAypRafivns s umunguinesassmALaz UAnassTus R lAedyvding
AUl (2)-(4) Qaﬁwzﬁauﬂu‘lﬂm’mé’mﬂLLamﬂ?{auﬁumqmuﬂizmmﬁ suIATIWAIUIEINALNY
Avunlugaeseninstud weunsUssmanazsionansifysiulussuusadedasenadgane
Binnsolind (e - GP) viseiiwisdodgyviu wdsiuauasm
(6) n3dimude (1)44) Woauiunsdadedadnadneiflssmadgruialuisdnden
KAITLANIZIAIZAL HIURNIN 6 qwu%’wﬁﬂ%‘nm ANAUIA 7 LATIIUTDBNLUUNTDATUANTY
fleai1muvang 8 wisnsssryRinisdndodntnauazmsuimananmnasy wa. 2560 uuslu
nsdifasiolud
(6.1) nmwwau‘uamuaL‘Llwmamwaﬁﬁ

(6.2) ucemﬂﬂamﬂmwumungwma'lmwaﬂivmwmswwm}ms AVUNTE I UEYEY
Suazany w.A. 2483 wasiiudludiudy
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(6.3) yudurneaiinsutiyBnandlitunadouusznaunsaunsaiud wasen
Srureataiimhsnuesisildiindminyifussneumsnuneatedifiguantiidevhiliudaney
Huiwszsevgydinisdatedadne Tualitdu

(6.4) M5TABeTAIPNILNAT1 56 15TANEE (2) (2) uay (A) wiswTeTetyaAnis
Jndedadne -

(6.5) m‘s%aaé’am‘%w%’wéLLasmiLﬁjaﬁwﬁw%'wé
(6.6) nsdlendauimansanudtamnuinmsiuyarasiuan wu Seawine dusa
AgEIeeTR wiineivees wiinutuiindeys Wudy
3.13 guteiauerasiyargvdvesfiams iWulumumisdennusnssumsidadedqmnis
Sndadndhauaznsuimswagnnsy muflae 7 na (M9) 0405.2/1 48 astud 20 unsA3 2568
3.14 fiudaiauedadinaculasinisdiu wiufuasestoyadiuyaea mwamumnaﬂmm
Lﬂumamuluamtywmmﬂummu TWuAmeeusems womhsnuigiamie Wievssueny
Aduuevdidn viisuismmuiiin wudaliteandt 1 nanu yadmanuusaslasinslidey
91 900,000 U Ty 5 Yikuan @msdemeuvnusasamaiununegainedeuiosudn) Heig
fudaiausipuuumideiusesanuuasdiuduywieduuludeng a fufudaaus
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a1 Budaiauefsstiiiunmssuiuiivenuresdninnmy tasssauausmsuiuuiem
melddulasinisdu vinisdanslasennsluaonsy Anerlesednnsfisvesdiineu ey
Taseadrevesasding (Org Chart) i el¥dwnaulinuanunsalunsdunsestayadiuyana 1
aeardesiunserlynRdunTasdoyadiuynna w.a. 2562 lnaazsosdaviununisaniiuey
1A59m3 (Project Plan) Semussasienveuwnnuuassssznanmssnduay (Timeline) idmau
Lwa'Lvrmﬂmmvuﬂwmanmvmwwaummaua wazAuzYNIIY Imamaaﬂimaumaﬁaaumam
pgeay laun nsamm'mm 35n13 Yumeu wmunssudulasenis fiseyfianssu sroznarluusiay
AonTau yransisuiney nAn1sdwnuay uasuasmadniveantseuiueuenanssy

4.2 msdphduiininenisianssunsUssananatoyadiuyaaa (Record of Processing
Activity: ROPA) Tvidanadasnunssselinsfiduasasioyadiuyana w.a. 2562 lasilvauwnay
AsaURANBENtnRaRE LU

o = v 2 PR a = o v ! ol

(1) dudumsifunurndeyannidwihiififedesiulufnssuiifideyadauypna 7l

v v I uasilawmedeyadiuyana Krunemsdavigediaiu (Questionnaire) TUg
wiheauan 1 ludiediinanuiiferdediumsussnanadeysdiuyapa

(2) apumnudmilaedunwalngy (Focus Group) Wisszyseasdonitubuioatu
Yayaduyana dayadiuyanagoulmn matuniunu i waslinwedeyaraviomiununeusn
Tfiaunumestasdng uazgrumenguinefildlunisuszinanateya Tdwuzstundwad
A3uiimveuluusiazianssy Taoldisdunual o inisvesditinen wiorunsdediinnseiing
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(3) FaviiudinsearsianssuntaUssananadeyadiuypaa (ROPA) lnedaiudeya
emsisnssunisUsvananadeyadiuypna (ROPA) adluunanwaiuniniy GPPC veadiinau
AMENTINNTIALATRsdayadIuyAna

(4) Favhsnearudufinsremsfanssunisussinanadayadiuynna (ROPA Report) tie
asUseiimsdavihtuiinsemstanssuaduiiagiu Insdsrvasidenaanndomiunsy sy i
ﬂm'ﬁawm&amuuﬂﬂa w.A. 2562 viseiuflufianAn

(5) dvirsnesunanTieTeinisussnaratoyadiuyARRTEETINY WAZWAUATN
wananTlvavestayalunsasAianssu (Data Flow / Data Mapping) FuandldhudnzuiunisGudu
U AugANTELILUNTG

4.3 §avhuvuulsune Tunsunsrurunis waslenasnenguaned sudulunisufudanu
nvineduasesieyaduara dwiuansvhnudmihiiduasedeyeduyaea (Data Protection
Officer: OPO) Tnefiveunauaseunguestiaedwalyd

(1) daiunufvimsdnfiumadefiadeiecon wiefinnsazfindeyadiuynna
(Personal Data Breach Procedure)

2 fﬂﬂmLLngumwasaaiumiuwmmm'iawwamwawauamwﬂﬂa (Data
Subject Right Management) ﬂ’m'i‘ULﬁ]’mu'mLLaBLﬁlﬁ‘tJm‘UaiJuaﬂ’JuQﬂﬂa W ATTEnSe N wes
foyadiuynns warAfonelianivosdnerfoyaduyana sDusiy

(3) damsuazliduusindudememsdasslunsudammandn (ncident Report) she
veBlg, Unaawe st GPPC uaznsirafivdiinnuamuenssumssuasesdoyadiuyana (ana.)

@) SevinvSenumundauiuvsahmsnmsmunumsuesesdayadiuypraiidnisdeie
Toulugusnasuna TngUsumatanenisezfosdiinasgrunisdunsesdoyaiiiioane fussavinm
mw?'iﬁwuﬂlﬂuwszswﬁ'ﬁg:ﬁaﬁmﬁmﬂam‘,aehuqﬂﬂa W.A.2562

(5) WdaiausnuslimuinmitAnadestunisduasesfoyadiuynna udamsvinay
Wihfifuasesteyadiuyana (Data Protection Officer: DPO) tholfidmiiiludninauufifieu
lnaenndawmumnsesvdygRfuasesioyadiuynna w.a. 2562

4.4 mydpsinenarsiaenndolnasnABIRNNMNNY NewseswsyaRduasesdoyadiy
YA W.A. 2562 laeiivauwaiunsaunquetntssnasalydl

4.4.1 wumungwmaws“i'\mummmﬂuﬂiawauaﬁwuﬂﬂa WAl 2562 WaEngmaneTasd

Hendes sadaiszmeatilmisng q fldussmmeeniluszminmsufiiau edavivTeuiulss
Laﬂmsmongwmawmr’flu'ium‘sﬂgummmn;]wmaﬂuﬂiawauamuuma (Basic PDPA Legal
Document) wawdiineliifutligiu Tnefesdavinenarsiugumengmnesgietesdieluil

(1) UIEJ'U’IEJLLﬁ:ﬂLLU’Jﬂ;;]UC‘]‘luﬂ’liﬂuﬂiawE]‘J_ﬂﬁﬂ’m'l_mﬂa (Privacy Policy) laatanans
dsnirlatunwilnsuazaudangy

(2) Alssmeealudiusa (Privacy Notice)

3) uT.EJU']UF]n?"{ (Cookies Policy)

(@) fsznisafuanududuiilunsiindaneasiin (CCTV Privacy Policy)

(5) vilsdalvimuBugenatiuimsg (Consent Form) snuguuuueasianssy

(6) domnasnsvszinanatayaatunnsgu (Data Processing Agreemeént)

v o
KU 5 U9 14



(7) wuunasuAiawelddnivendivesdeyadiuyana (Data Subject’s Rights
Access Request Form - DSAR)

(8) wnanstuiinuiuvaasidadayadiuyana (Incident Report) dviuudamey
avLm‘uauaa'muﬂﬂa“l:dmammmﬂmunssum'iﬂuﬂ'iawauamumﬂa

(9) fuamnaam‘sLLanLUaawauamuUﬂﬂa {Data Sharing Agreement)

4.4.2 Vuyu asrdouenans visteeusng q AldTaridu Welddninmuanisa
thivld vdauszmaldlumiivleinfimsuedeyadiuyana slmimedeyalinsuidvineunis
Titeyaifoldmuluszuusi 4

4.5 Jipseiuasdarinsyuiung ABUFUR iislWaonadasiu wsu. Auasestoyadiuyana
 Tneilvsuwanuaseunquothaliosduwialui

(1) AsieraanuuunssuIUN1INITINNY (Workflow) Tdaanadatiazseedunisldans
woadmastoyadiuyanaldosunsudau musnns 30-36 vamsldiuudineanden, voduuuay
vinfladaya, mIvesunaszloudredeya, nsfaAiunsussiians, nsveliauanedeya, n1sve
ssiunsliteya, nsufludoys, wasnisiealey

(2) davhmenuisaidivenandes Tinseiderhaasdounniesiugiuvesmsussniana
Jo3a (Gap Analysis) LLasﬁ'mm%umanmisﬂaaﬂum?ﬂisLﬁumwmﬁawaq?’fauuaaﬁaumﬂ'[uuéiaxehu
nu aufiddnemiue wiauuuzInsudlatinm

(3) Uszidlunanssnudtunisfunyeastayagiuuana (Data Protection Impact
Assessment) wWiBudavTI89

4.6 Tinmsinansussiiumiudsimiuvasaisfiuseuuiai ety (Network Security)
Anwuarusaidiurrudes Tudwifedestunauntesteyaduyaea Tnefinisdninnuannse
vsiifiinsuazrdunaulunsassdeuldnaenstaznadlumsaudul Swszneudieianssu
athatios feil

0.6.1 AnW) ATIABY TEUULATOUNE (Network) UaziA3asnauinmed wivhe (Server)
Tuissuvasaumaiiigesiudeyadauyanasiuiudingu

4.6.2 Ainsevikanisussfiuanudsdudinvestadln (vulnerability) Insmsisaaunis
T uszuudfiRenu (Operating System) waslaflday (Services) wauwdiatu (Application)
gaWviuaf (Software) uazeiauf (Hardware) Mingrudeyaiiiutoyaifieatudeddnidiuniny
Vaoadprasrarswisuazszuuaaufiames (Common Vulnerabilities Exposure: CVE) Inaay
silumsnsisasutediminseunguaueasden ki

(1) gruteyadiuynnaiidmalamadifionndumesida (Open Databases)

(2) iwuuanauawum'mmn'rm'mﬂ'maumail.um (Buckets of File Storages)

(3) sruuladnvneditinmdanisdfandunedidn (Open Listings of Directories)
(@ ﬂ”ﬁmmssuuaﬁaumﬂmugﬂmawu 9 (Potential Misconfigurations)

4.6.3 AnginamsUssiiuauiessamuasasefussuuiadette (Network Security)
Famsrvaeulnemdium (Scanning) r:huwuuﬁumaiﬁmlﬂ&i‘aﬁaE‘J;Lﬂ?mhasfaa (Subnet) n1alu
gine TasezduilumsmsivaeunseungueueasBen fei

(1) maUamaditesseglnaveiguassuu (Remote Administrative Services)
(2) n7ldsuasiadudumesiidn (Open Ports)
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(3) madhswaulediilivasadt (nsecure Service Headers)
(@) nsldauniand (Proxy Node) :
. (5) madutimungrasnslaudimensdsmvadnluidusurumnldduladl
aunsnitauls (DDoS Attack)
4.6.4 WpTevinamsUssifivenudedudussimuuaendameiutoyatilva (Leaked
Credentials) A57982UATBUARUANTIHAIBLA i
(1) doyasrivannmadutimenemsynin (Targeted Data Breaches) lnediaya
Snwniziiazanannuvdsaaiuiin (Dark Web) _
2) Fayadluaaniiulesansisue (Public Available Data Breaches) Tnadioya
Snvniziiazananndiuledassas
4.6.5 Iiazvinanmivszdfiuanudsdudiuvesnnuvasasomeiuiawnd (Malware
Security) #719g8UATAUARUANT WAL DER ai
(1) msendiunievasnsvasunlamiiules (Phishing Content)
2) nMrsenifiumtisresmsuninszanesiauss (Malware Distribution)
(3) mnniduiievaanisilaiawss (Malware Embedded)
4.6.6 Arszvimanisusziunudsdudiuresmuasadediunisgnyedonuduie
(Dark Web Mention) Tnsnsavasussaunguludiuvesnisgnuadavuduiin mshlvavdonisanifiu
wWhvunemslaudivasdliniad (Dark Web Mention)
4.6.7 Anseinanisussdfiuanad sdudiurssenudasadedumsidrsvaduled
(SSL/TLS Security) #5198 UATOUARIMNTIEAZIBER o}
(1) mydhswadilivaends (nsecure SSL/TLS)
(2) msldnumsisiaiiasuuneng (Expired Certificate)
(3) nsldunesgumadsiailiianuasads (nsecure Standard)
(@) nslnuweFiandamudedumsdhads (nsecure Ports)
4.6.8 nreiramausaiiuanuideduduvesmulaeadedunsidoudiua Email
Security) Tngmsrarauassurauludiuresnsmemaraenssvesdumnhemuiteatiosiunsa
798 (SPF, DKIM uaz DMARC)
4.6.9 inseinanisusuiduanudedludinvssnnulasadoneiiunisldaulau
(Domain & DNS Security) Insnsagausseunauludumenisiesnamuasasevestaunmizeay
(DNSSEC) . '
4.6.10 ffufeiauesesliiniodiosziam External Attack Surface Management (EASM)
fidwewdasnsidumninvesmnaurelud 1iun APWG v3e IMPACT wSe TRUSTED INTRODUCER
%58 FIRST W38 APCERT %30 OIC-CERT 2814ta8 2 wiie9nu
4.6.11 Q’?fm';’amuaﬁaqlﬁ%’wﬁ‘aﬁamiaé;"amn:,ﬁwaawﬁmﬁ’m% External Attack Surface
Management (EASM) wisliulalsinedosiinunlfrugndasmungwane
8.6.12 daviseeuvealasens onannmsaniiiintu sazuumneansudleiammed
ertassamsuiusanuidssszuarsaumnainmitesunteuen (Executive Summary of
External Attack Surface Management Report) ‘i’mﬁ‘imm 2 ﬂ%.:\‘l Fail
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(1) enuiiisuanssanisUssiivanudssiomn waswumnanmutluiouad
(RendiasasnIsuimnsn A s U UM SALIMATINIBIUAIUBN
(2) neratvanyssitewsnratisgiursinisuivisarudssssuuansauma
PIMMENUNIYUBN
4.6.13 manTivasudy 4 auifiuteuaivaumsdaviiudiy mnd) Adeadety
nmsUntlestayadiuyena wu mstiaiasdslunismsaaeussuuansaumna '

4.7 msdaflneusuldiuiwiivesdinau Wilanumsening wasdanand-laluans
auflurumalove waswnufiRmuwsznudygRnunoslagadiuyana WA, 2562 Suuegn
ey 2 Ausiantieem Tugduuy on-site (dwmSudriinaudiunan wezaudussaumsuinsiiuns
aww) e Fihnuanenssunsdnasumsanu seesnanhidosndt 3 $alug warluguuuusaule
(dmudrinnusinussmeauazdiugiinm) uazdavin Q8A dwiudninlugiuanuisely

4.8 silumsdnussgaeanuanudunilumsaiulasnms lnevhagusieeunams
o = & - X < o A
Al syyeudesiienaesindu wasdyminulumsandunuyndeu
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5. YAaINsHneenIs
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