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1.1) Frontend: HTML5/CSS3 (3893V SCSS/LESS), JavaScript ES6+, Framework ¢ AU
a@na (1fu React/Next.js %38 Vue/Nuxt) 59450 i18n uazmsuUaanIEn

1.2) Backend: Nodejs (LTS) wiaiisuiin, sonuwuuu3nisilu REST/ISON wis GraphQL,
19 ORM (15 Sequelize/Prisma) 1Fengutaya

1.3) Database: Microsoft SQL Server 5893 Unicode (UTF 8), Tulouiudisee/fAu
1Bya (Backup/Restore) LaznadoUNIHAY

1.4) Infrastructure: 5995V Containerization (Docker), Indniiraan Dev/UAT/Prod
ugnani, e CI/CD Pipeline, fisvuuiudinmmnisal (Log & Audit) larnsAnmAELTIOUL (APM)

1.5) Security: 14 HTTPS/TLS 1.3, L0 ald CSP/HTTP Security Headers, UaAuulyuiy
swanufiUaonsis, SR reCAPTCHA/ANt bot dmiunuunesuddty, naasutealniniu OWASP
Top 10, T¥UY WAF/Rate Limit/IP Reputation/Device Fingerprint (/147) 1# s aafun13lganu
iz

2)  SEUULABINIUNIIATIRRBUANMMUAEMINAEEY (QA/QC)

2.1) Unit Test: asaungulanioanin 80% luluganan

2.2) Integration/E2E Test: ATBUARUEUNINTTITaEAEY (Login, Feed, Aun/nges,
awziUsufiangsy) '

2.3) Load & Performance Test: ssuudipasasiugldnuwieuiubivesnin 1,000 8

Tag i munusuvAgauLLY Ramp up —> Steady (aEaat 60 W1H) — Stress/Spike NSaUIIBIW

»
s ar

FhAIn p95/p99, Throughput (RPS), ST IAMUANMAD < 1% uaswingumsuiugu (Tuning)
2.4) Abuse/Spam Test: nagpUanun1saiaut/vewdeuaiinund/Inadlimunzdn
[fiafhudumsyineTuues Rate limit, WAF, Blacklist uastunaussiudndnude 4.4y
2.5) Compliance Test: i'fﬂﬁ’l'i’lad’lun’ﬁﬂ‘ixLﬁumummﬁ'm WCAG 2.1 AA, OWASP,
Lighthouse = 80 (Performance/Accessibility/SEO/Best Practices) Wz PDPA
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3) Fawnszuulisesiumaviiiwsiuiuvesieya (nteroperability) Tagseesumsiousio
H1U API/Messaging ﬁ"u'isuun1ﬂ%’§w‘%as=upﬁlﬁaﬁaqmuummﬁgmaﬁ%ﬁa (35 3.0) Ingiionans
- APl/Schema/Versioning dalau
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ngmang wasmnuidsunsufifidedns siwieamitssnaulwivled gSudedfosiufiunisidnineu

1ﬂﬁwsima°naUﬁﬁu'lumsl-z'ﬁﬂiun'iuwsamwmnaﬂ warspssuiingoulunstld msnaﬂmﬂaﬁaq

Ademela 9 NndvesduEndihualid

3) fpaflszuudanis Log File nstirlluSuluddsuuastaya desaunsniungdoya
/ u

Log File 16

4 Tenmemnsateaiufameiuiu (Security Web Application) liillusgnaian dail

Injection (SQL, HTML, PHP)

Broken Authentication
Sensitive Data Exposure
XML Etemal Entitiés
Broken Access Control
Security Misconfiguration
Cross Site Scripting (XSS)
Insecure Deserialization
HTTP Response Splitting
File Inclusion

Directory traversal

5)  dimuwewiniunsisyeansieliunuiiiicuganusinsennglivinmmaiu

MSNAABULDIETEVY (Penetration Testing) Tnagf AuImswuasdasinanunmageuinessuuss

uoe 1 lasans wiauviuuudwnndygivneiandn vmdsuivisausiangliiutiunisnaaouinizssuy
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5.1) andumsmegsumsiaisszuvainadatenslu (White-box Penetration Testing)

gasszuuivles amgludinaulasnisaadaudigsruuaiotis LazAUNIYABIUTBNAT BANTNY

wEFamumetaneseuu Swounedu ifiu 1 vunewavle® (IP Address) lnefisneavidunsanaluil

M ssuLIEApand AUl tayad g uessuy

sfiunislaeiSnisiangseuy (Ethical Hacking) annanstudnina
sudiumstaelfiedoadio wislusunsudmiunisnsaaeufumegsdmiluszuuiadatey
Fufiunaianeseuuinlusunsufivinusuiuns sausitrediu (Web Serven) wis
Web Application Hacking iu msvlusdeyavasssuugndayailuiv wavasnndas
ANUINIEIU CWASP (Open Web Application Security Project) .
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5.2) fliunmsvadauntaiangszuuneIatienigusn (Black-Box Penetration Testing)
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auilunslag 1938ns191¥sEuULLY Ethical Hacking 3anaieuan Wy anwedatis
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(IP Addresses) Tnenstrtadlnit Wsisiennsinne Service Packs, Patch 38 Hotfixes

6.4) lumstaszuuieduiiunisasesidunmsueniuahmsvesssuuriuminiy was
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