ulgulrgauluAIlannNg
drumeluladasauwmanaznisaaans
(ICT Security Policy)
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TfdwmSumeunsyananieuan

ulgureAulUAIUaanNgAIUINALUlad dNsaUNALaZN1SaDES
(ICT Security Policy)

Welvszuuwmalulagansaunanazn1sdoas vesdinuANEnITINTdRasUN1TAmY
[d 1 = a a = o [ o a 1% 1 ' = & LY
Julvegadivsedvanm Sanuiiuaslasnds uwavanunsasilivaulaegiwiaities saunstesiulagm
11919381 AnTuINNsINUTBUUASAUmNALaYNTF0a 5N g NABY NABAIUNITYNANAINIINABANY
Feonansliiinmnudsmenndiinnu suduanulaaiunszsvdygfiinienisnsyyinauiia
NeINUABUTIIABS W.A. be&do waznguuIeduineITas d1dnaudsldmuuauleuieniuiung
Uaoasdsuansaumenazn1sdoansvasesnnsiu lnsdussiiuwas Tnguszad aseumquuaziuluny
1IM351U 1ISO/IEC 27001:2013 Fi9il

1. WlpurganusivasUasnivaseIAns (Security Policy)
1.1 ulpuismnuiunslasndoasaume (Information Security Policy)
Tnqusvasd: iorvuafienanaglvinisaduayunisdidunisiuaiuiuasasefudimiu
asaumavesdinamu Welhdulunuvieaenadestutermuanisgsfa nguune uas
sudouufiRnineades
swavidunfiieades:
1) enasulsvisanusiunslasasefiduatsdnvaldnus (Information Security Policy
Document)
2) nsasvaeukaryszidiiuuleuieninuiuaivasnsie (Review of the Information

Security Policy)

2. TnseadavneduauiuasUasndeansaume (Organizational of Information Security)
21 TesEemenuanuiuacaensduasaumeanigludinau (ntemal Organization)
Snquszasd: Welvilnistmuanseunsuimsuazdanisanusiunsasadodmivansaumea
vasdInau é}gaLWimiSMéfuuazmsmu@mmiuﬁffamuLﬁ@iﬁﬁmmﬁumﬂaamﬁa
seagBeaiiieidos:
1) unumkazniing arusuiinreuduauiuasUasnseaisauna (Information
Security Roles and Responsibilities)
2) MswlenUthiimnusuReYaU (Segregation of duties)
3) msiineTeuardeyadmiunisdndefuniienudu (Contact with Authorities)
1) msisedeuazdeyadmiunsiaderunguiidauauladuiievludeadeiu
(Contact with Special Interest Groups)
5) msusmsinnisiaseansiielifiausiunsuasnste (Information Security in Project

Management)



2.2 gunsalmouiawmeskuunnnkazn1sUuRnuaInaIeuen (Mobile Devices and Teleworking)
Toquszasd: WilesnwianusiunsasnfodmiuasaumaresmsufiAnisszeglnavionns
UfRnuanagueniazmsldanuresgunsalaouiamesuuunnm
wazBuniiiintes:

1) levgdwmsumsidanugunsalasuiiumasuuunnmi (Mobile device policy)

2) myujiRnunnszezlnag (Teleworking)

3. MIsnwAMUUABANBAUNIWEINTHYEE (Human resource security)
3.1 MIIAMIYARINTNBUNITINU (Prior to Employment)

'
[ o v

Toguszasd: welindnauuaznvidyardredlaluntdinanusuiaveuveswmuieiuas
ANMAULALNZAUANLUNUMATNT NASURNTUII1998dTNU
= A A v
SNYaLLIYATNEITD4:
1) msassmyaaing (Screening)
2) UemvuauarReulurein1s91991u (Terms and conditions of employment)
3.2 MsasansiuasUasnsevasdug vt (During employment)
Toguszasd: iielimtdnaulagiNvindya1dwsevndnuazsdfinumiinanusuiayey
AuUANLTUAIUABANYEITAUMNAYBIANTNIU
=~ A A P
SNYaLLIYATNEITD4:
1) hnANUTURAYEUVRIEUIINT (Management responsibilities)
2) msaiuanuasenin n1slianuskaznseusuliausauauiunsasnde
ansauwe (Information Security Awareness, Education and Training)
3) NILUIUNITNININE (Disciplinary Process)
33 m‘i?mﬁjm/ﬁamimﬁEJumﬁN\‘nu (Termination and change of employment)

v
(Y L=}

Snqusvasd: tlelostunauselovivesesdnstadudiuviswesnisidsuniing vieduan
N91991U

eaziBeaiiiedos:

1) msdugavidonnudsunihiianuiufisteuresnisdnaau (Termination or Change

of Employment Responsibilities)

4. MIUIMTIANMTAUNSNE (Asset Management)
4.1 mMsAusuRagauRadunIng (Responsibility for Assets)
Fnqusvasd: Wieliaunsndvesdinan Tiunstestunazuntosogravmnzan
eanduniiieades:
1) wzloudunsng (nventory of assets)

2) anuduidivesdunsng (Ownership for Assets)

W

)
) mseunildauning (Acceptable Use for Assets)
) ASAUAUNINE (Return on Assets)

N



4.2 NNSIANUINMLTDLARAAUNSNE@SAWWA (Information Classification)

Y Y

v ]

Tnguszasd: Wilevihliullaasaumavosdriinanu Teumsundeduseiuimnga
swazBuniiiinites:
1) s vuaduesduresasene (Classiication of Information)
2) msdevnthede YUaLa (Labeling of Information)
3) MIMIAUNSNY (Handling of Asset)
43 mydamsdeililumstuiinteyalitirnusiunsasnde (Media Handing)
fngusrasd: itedastuanudemefionaindutvdedldlunsiuiindeyavesdiinau
Tasmsgnilawmelaglallé3ueygyn nmsasuulas msvudne msau wiemsvhanedeya
eazdunaiiieados:
1) miu%mﬁmmiﬁlaﬁ’uﬁﬂ%@aﬂaﬁmmsaLﬂ?{aué’haléj (Management of Removable
Media)
2) mw‘hmaﬁaﬁ’uﬁﬂ%’aa&a (Disposal of Media)

3) maAfeudedetuiinteya (Physical Media Transfer)

5. 113AUANNTSLUIAY (Access Control)
5.1 msmuammivﬁﬁqaswaﬁamm (Business Requirement for Access Control)
Inquszasd: omuaunsiifdoyauarssuvasaumelidanusiunsasade
eaziBeaiiietos:
1) ulguigmuannIsidiis (Access Control Policy)
2) msnaeTeIelaruIN1TATeYIY (Access to Network and Network Services)
5.2 M3IAN1INITNEesEUUYRE U (User Access Management)
Tngusvasd: tietlesiulilvgilifavsldnuansadhdsssuumsaumald
eazBeaiiedos:
1) msawzLﬁauLLa3mmamau§w'§r§ﬁmu (User Registration and De-Registration)
2) msdamsavsmsiinieesdldanu (User Access Provisioning)
3) A1SUMIITANISANT MINTTRUANSNI5I9E9 (Management of Privileged Access
Right)
4) n13UIMsIANTIsTeyanNaUA T UNITHg AN UYLy 11U (Management of
Secret Authentication Information of User)

nsnumuanslunsiiifeszuureldeu (Review of User Access Rights)

U

)
)

&)

N1300UNIBNITIANITANDAITLI89 (Removal or Adjustment of Access Rights)

a

5.3 mihfiAusuRaveuveldau (User responsibilies)
Y s A g vem v = v a v v = a Iy
mpUszasd: Welvgldnulianusuiinveulunistesiudeyanldlunisiigatmnu

TuazdeafiiieIte:

1) mﬂ‘fjjﬁﬁa;ﬂamiﬂqaﬁ@f’mu%ﬂLﬂuﬁayjaﬁu (Use of Secret Authentication Information)



54 m'iﬂ’mﬂumilfﬁﬁﬁzuu (System and Application Access Control)
Trguszasa: welesiumsiinfsssuulaglilasuayan
SUazRANIALITeN:

1) NSINANISNDeANSAUmE (Information Access Restriction)

JunauluRdusunisiiigssuunianudiunslasnsie (Secure log-on Procedure)

Y

N

aq
5

)
)
3) FPUUVUIMTINNTINERU (Password Management System)
) mslglusunsuessauszlevi (Use of Privileged Utility Programs)
)

N3MIVANNISIINDNeTALAREMTUTEUU (Access Control to Program Source Code)

6. madsiadaya (Cryptography)
6.1 MsmvuANIsAIUANMSINSTadaya (Cryptographic controls)
Foquszasd: Welvlinsdrstadoyasdramnzauuarling uavifiotdasnisanudu ng
Unouwlas ¥30ANNABIveansaumna
MuazBunaiiiiadow:
1) ‘IJIEJ‘UWEJﬂ’]ﬂ%@J’]GlimiL%l’ﬁﬁﬂﬂayja (Policy on the Use of Cryptographic Controls)

2) MIUIMIIANINRItUNTnSTiateya (Key Management)

7. anusiuasUaenfenedmunen LA aaIndauaiasAng
(Physical and Environmental Security)
7.1 Uinadidesiinsinwanusiuasuasnsis (Secure Areas)
fnquszasd: Wadunnsgrilunsinuanuiuasiasadonismenin MAsRuaa v
Buiidauasuildauvosszuumaluladansauna naonaugunsaineviiuned Teyauas
asaumadaduduninddninny
wazdunaiiiAgados:
1) mstvusiuTiiunaonde (Physical Security Perimeter)
2) msmuaunsidieen (Physical Entry Controls)
3) msdnearuiuasasadudtine fowhau uazeSesdiosns q (Securing Offices,
Rooms and Facilities)
4) miﬂmﬁ’uﬁaqﬂmmmﬂmwaﬂLLazﬁqLL’mé’amSu 9 (Protecting against External
and Environmental Threats)
5) msﬂﬁﬁ’aqmsluﬁuﬁﬁumﬂaamﬁa (Working in Secure Areas)
6) miﬁmumﬁuﬁﬁm%’uqﬂﬂamﬂuaﬂ’[,%%’u-ﬁﬁwm (Delivery and Loading Areas)
72 mmﬁumﬂaamﬁ%mqﬂﬂizﬁ (Equipment)
Foquszasd: iedestunsldgunsalneufiameslaslildsueynn wazifielviulalen
gunsalreuiunesiadnisdasiuegiuiisanaandesssueid n151asnIsy uasAUdeme

U



SUALLDYANINYIVDI:

1)
2

O B~ W

)
)
)
)
)

6

mif{’fmé?m,amﬁﬂaaﬁ’uqﬂﬂsai (Equipment Seting and Protection)
nsguagUnIalangeg (Supporting Utilities)

nsiiuaglnuazanaiada (Cabling Security)

miQLLa%JﬂinJﬂiﬁﬁ (Equipment Maintenance)
nsihdunindvetasnnsoanuanditineu (Removal of Asset)
nsUesiugunsaiuazdunindarsaunaii ldaueg uenmnuieu (Securty of
Equipment and asset Off-Premises)
n139nn1sgunsainianisinaunsalnduunldlug (Secure Disposal or Re-use of
Equipment)

msteafugunsalvesdfléauilaiiifigua (Unattended User Equipment)
msmusumslaifisdunindansaunaiiadylfluillivasnsty (Clear Desk and Clear

Screen Policy)

8. AUNUAIUARANBEINIUNTIIAILLUIIU (Operation Security)

8.1 Tumaun1sUURnuwasntnausulinYey (Operation Procedures and Responsibilities)

Taguszasd: Welin1sufuRnuiugunsalusznaasaunaduliegigndeazianig

Junslannny

UaLLDEANNEITD:

1)
2

W

)
)
4)

s wuntumeun U TRl dumednuaidnus (Document Operating Procedures)
msdnsmsasuutas (Change Managernent)

MIVAMIVARNUENLNTA (Capacity Management)

nswenies edfl slunsuszinanaasaumaluns AL MedeuLazan NwIng oxlus

Uf UR e (Separation of Development, Testing and Operational Environment)

8.2 mstasnuluswnsuluuseasmd (Protection from Malware)

Taguszasd: Weliarsaumauazaunsaliszananaansauwmeduliognagnies uaziiung

Uaonny

= o o %
FYATLYANLNYIVDN:

1)

1npsnsUesulusunsilivszasan (Control Against Malware)

8.3 n13d1sestaya (Backup)

o

Toguszasd: ieluwwimdluimuanisdrsestoya weldlunsdszuulunsdifinumegeneg

WU AYSITUVIA SeUULEBIY ‘a8

a A a v
INYATLBYANNLAYIVD:

1)

nsénsesdeua (Information Backup)

8.4 m3tuiindayadonuaznisiihszds (Logging and Monitoring)

[

s A va & Y] A o = ¢ v & o A o
']WQ‘U?%?N?’\IZ L‘W@&L‘VillﬂqiLﬂUﬂaﬂ§7u7ﬂ3@‘UumﬂL‘VWJﬂ']im LW@ISULU‘UVI@ﬂ‘E”Iu‘EJUEJu



SvazdunilAgITes:
1) mstuiindeyamnnisal (Event logging)

2 ﬂﬁiﬂaﬂﬁu%}agaé‘aﬂ (Protection of Log Information)

W

)

) doyadenvespuaszuunazidmihiuftAng (Administrator and Operator Logs)
a)

85 nsmuAuNIARReNsLISUUIEUUTUINTS (Control of Operation Software)

nsRaaliigneias (Clock Synchronization)

o s o N9 ¥ oa Y a = ° A o
TagUszaad: liveliszuunlviuinig anansalvusnisuazinsinungneies
a A a v
SwazdaANINeITN:
1) nsAnAsgerAwITUNTEUUNLAUSNIT (Installation of Software on Operational
Systems)
8.6 NMsUIMIIANISTRLlIanaila ( Technical Vulnerability Management)
Tagusvasd: Weaseauduasasndeliiugenduisdmsussuuasaung sIunN
asaunAlusEuUMIY oanANuEsINNslanflagendetodlnin1unalanTn S unNs
NTORANUNWLUADIUNAS 9
a A a v
SwazPANALITeN:
1) nsusmsdnnistednaniamailn (Management of Technical Vulnerabilities)
2) NSINRNITARRIRNALIS (Restrictions on Software Installation)

8.7 MINITUINMINTIVABUIZTUVANTEUNA (Information System Audit Considerations)
Taguszasa: liel¥inssuiunInsiaaaussuUasaumMANINn dnansenutesiiansans
ANTUNUVDINUIEU

a A a v
SUazdANALITeN:

1) NIFINUHUNITATIVFDUITLUUATAUNANIUUA (Information System Audit Controls)

& o o o = v . o .
9. mmuumﬂaaﬂnammumsaamsﬂuaga (Communications Security)

9.1 NMFIANIITEUUSNIANUAOANYTZUULATEUY (Network Security Management)
TogUszasd: inelasiudeyaluszuuiniediy wavdesiulassasaiugiunatvayussuy
LATBYILVDIETINIU

a A A 1Y
318a8L9YANLALITB:
1) nsmuANMIinun3etny (Network Control)
2) msanusiuasUasndudnsunsigusnisiAIetny (Security of Network Service)
3) MsIaluLAsevten1glugineue (Segregation in Network)

9.2 maahaiauiazga (Information Transfer)

Y] s Yaaa ) o Y] aa i v Y]
TgUszasd: Lelviiisnsshwianuduasasndevesasauna Nilin1saeleudeyaiu
Meluesrng uavaeleudayaiunguenniienu

vazdunilAeITes:

a

1) wlsvigwarduneulduRdmsunisaglouansawma (Information Transfer Policies

and Procedures)



2) depnasd@msunsatsloualsaumna (Agreements on Information Transfer)
3) mMsShwanusiunalaesnienisdadaniudidnnsedng (Electronic Messaging)
4 mMssnwaudursetennainishiiliametaya (Confidentiality or Non-Disclosure

Agreements)

10. N1SAAUT WRIU LAZAUATEUUANTHUNA

(Systems Acquisition, Development and Maintenance)

10.1

10.2

10.3

nsimunAEFeINIsIuAMLTuAIaenfudMTUSEUUANSAUIMA (Security
Requirements of Information Systems)

Fogusvasd: Woliulainiinsaduenulasaseasaundliiussuuasauna naen
1TNIRAUITEUU Te5audennudesnisiuainuvasadoarsaunad ihusnisuu
LASOUIAITITEUE

easSuaiiietos:

1) MSMUUAANG aqmséfmmmﬁumﬂaamﬁ ¢ (Information Security Requirements Analysis

and Specification)

2) AETLAUReR BB MIANTAIFULAAS B AT TS0 (Securing application services on

public networks)

3) MU BNUFINTIUVBIUI NMSENTerumnA (Protecting application services transactions)
auTuatUaendadms unszuaumslumIWausEUU (Security in Development and Support
Processes)
fnguszasd: teliulaldindssuvamsaumaifiautuasasnde aseunquiinnsms
WUz UUaENsaUme (development lifecycle)
easdeaiiiedos:

1) Wenemsiannszuuliiauiunsaends (Secure development poliy)

2) ﬂszmumﬂumﬁmmmmﬁmﬁ' guUasuN luronAws (System Change Control Procedures)

3) mammaaueﬁaw&Ln‘i‘ﬂ/ia”amﬂmil,ﬂa“'auLLansszﬁﬂ’ﬁ N13 (Technical Review of

Applications After Operating Platform Changes)
4) mamuqumsmﬁl pukUaIveeams IS @593 U (Restrictions on Changes to Software
Packages)

NANMTIFNTINTZUUIUAT I UASUaDASY (Secure system engineering principles)

U

ANTLAR DLVBINTTRAINITFUUNA ALIUAIUaERAY (Secure development environment)

~N O

MIAEOUATUANLNUASUAOAA BUDITZUU (System security testing)

(2]

)
)
) MssbsnuBUeneNRNsEUUMY (Outsourced Development)
)
9) mvndsUiaYUTeTUU (System acceptance testing)
Yayadmiummnageu (Test data)
Inquszasd: ileliinstestudeyaithunldlunsmeaey
swavidunfiieades:

1) nmstasiuteyadmsumsvagaey (Protection of Test Data)



11. aAnudunusiugdliuinisnieuen (Supplier relationships)
111 mnusiunsUasndsansaumadmuauduiusfugliuinnsaiouen (nformation security
in supplier relationships)
Snquszasd: eliinmstosiuduninduesesdns fimsitdsaegliuiasaeuen
easdeaiiiedes:
1) ulsveanusiuamaenfeasaumai iuanuduius uliunsaeuen (nformation
security policy for supplier relationships)
2) msssymsiuanaendsludannasmsliumanieuen (Assessing security within supplier
agreements)
3) ‘vi"NIezJ'suaqmﬂﬁ‘u%mimﬂuiaﬁaﬁaumml,azﬂﬂiﬁlamﬂmmﬂﬁﬁmsmsuaﬂ
(Information and communication technology supply chain)
112 n1suinasdanis nsliuinisiaey lvusnisateuen (Supplier service delivery
management)
Toquszasd: Woltinsinulifeszduanusiuasasnds wagszuumsliuinsmuiian
asfuliludennasnisviuinis vesliusnisaieuen
seagBoaiineidos:
1) AIAANINEATNUNIUUTNITVOIR I UTN19A18UBN (Monitoring and review of
Supplier Services)
2) NITUINITIANTT miLiJ'ﬁsJuLLUaaU%misuaa@ﬂﬁu%mimauaﬂ (Managing Chages to

Supplier Services)

12. msu'%mﬁﬂmsmqmsaﬁﬁmmﬂuﬁumﬂaaﬂﬁ'&lmiamm (Information Security
Incident Management)
12.1 mw‘%mﬁmmist;mizﬁé’mmmﬁumﬂaamﬁamiaummazmaﬂ%uﬂiqa (Management
of information security incidents and improvements)
Toguszasd: elvimanisaiaggagouiinetesiuausiunsuasnsefossuuansaumea
YOIEINU 1@1’%’%139%Lﬁumiﬁgﬂé\’aﬂuﬁmsmnmﬁmmzau
swavidunfiieades:
1) %ﬁ'}ﬁmm%’uﬁmammwﬁu’umauuﬁﬁa (Responsibilities and Procedures)
2) miiwmum&;msaﬂﬁLﬁ'wﬁmﬁummﬁumﬂaamﬁa (Reporting Information Security
Events)
3) mﬁwmuwa’auﬁLﬁmﬁz’faﬁummﬁumﬂaamﬁa (Reporting Information Security
Weaknesses)
a) nsUssiiusazdndulaeaniunisalauiiunslasnsuansaune (Assessment of
and decision on information security events)
5) ﬂ’]imauaua\‘wfaLwlmifﬁﬂmuﬁuv’mﬂaamﬁﬂaﬁauLwﬂ (Response to information

security incidents)



6) NMIFEUINNMANTAIAEITRsTUANULUAIUABAIY (Learing from Information
Security Incidents)

7 miLﬁUi?Ui’mwﬁﬂg’m (Collection of Evidence)

13. N15UTN1TIANTITANN UAIUADAABANTAUNA LINBHII9AINABLIT DN IND

(Information security aspects of business continuity management)

13.1

13.2

mmﬁiaLﬁaﬂﬁﬂummﬁumﬂaaﬂﬁﬂmiaumﬂ (Information security continuity)
Taguszasd: iiletestunimmgavzinlunseduiunuvesdninamu Mdunaunainaiiy
AUVAIVITONTNYAVNTUYBITEUY
MeazduaiiAados:
1) nsnsuRuAuAeidssuAuTuAsasafa1sauwmea (Planning information
security continuity)
2 MIUFUA ewnFsuntsasianureld saduaui uaslasndsarsaume
(Implement information security continuity)
3) MIRTEABU NUMIL waznsUszifiunnuselilosituauunsUaon fuansauma
(Verify, review and evaluate information security continuity)
nsw3eNgUnsaiuseaanadised (Redundancies)
Snquszasd: iednwdsuanimanamieslinuvesgunsaiusvananaasaume
Meazduaiiiados:
1) anmanunsauldauresgunsaluseutanaansaune (Availability of information

processing facilities)

14. A15UHUARAINTBAIMUANIAIUNYUNIY LazUNAINEUBINITazIauleu1gnly
AuUAIUAANBENTAULNAYE9RU891U (Compliance)

14.1

N15U UA auvennunn 1ungruuewasludyyiv19 (Compliance with Legal and
Contractual Requirements)
o s A a A | ey & i v wa =
A UITAIA: LINBVANLAEINTNNUNYMUNETINI0IY AT NN WIes TR seilay
YoUIAUTIMTA Y QYI9199)

a A v
31882L8ATNLNYIVD:

¥

1) nsseudenimuakazadudosnstudgyyrdstunisldaussuvansaune
(Identification of Applicable Legislation and Contractual Requirements)

2) ninddunetaye (ntellectual Property Rights)

3) mstestuteyariielfidundngrudredslunsufanuderivun (Protection of
Records)

) enudududuarnstesiudeyadiuyana (Privacy and protection of personally
identifiable information)

5) mﬁmUﬂm’liLsﬁ’liﬁa (Regulation of cryptographic controls)
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142 msnumumsunaensuasaune (Information Security Reviews)
Toquszasd: WlolitinmsufuiAduauiuaslasadvasauna sgaenadesiuuloute
uazdunouUfifivesesdns
eazBeaiiiieides:
1) nsnunmuededasedumnutunsasnseansaunea (Independent review of
information security)
2) msnsvasuATNasnndadiunlsutsaiuasaenfovamUae9u (Compliance
with Security Policy and Standards)

3)  NIINUMUAIINADARRBININIMATIA (Technical Compliance Review)




